Galaxy Control Systems idProducer Badging Procedure (Advanced License)

System Galaxy Addendum

idProducer Advance On-premises Badging Solution

¢ Advance License generated by idProducer upon client request
¢ On-Premises Deployment using IIS and Web API Server

¢ Advance license supports Customer-Subscriptions

¢ Badge Templates are designed in idProducer’'s Web-Client App
¢ Badge Templates are imported/synced in System Galaxy

¢ Badge Templates assigned & printed in System Galaxy
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This guide covers using idProducer with a Advance License and the number of printers
that are registered for the on-premises deployment.

Information in this document is subject to change without notice. Therefore, no claims are
made as to the accuracy or completeness of this document.

Copyright © 2019 ¢ Galaxy Control Systems ¢ All Rights Reserved

No part of this document may be reproduced, copied, adapted, or transmitted, in any form or by
any means, electronic or mechanical, for any purpose, without the express written consent of
Galaxy Control Systems. Copyright protection claims include all forms and matters of copyrighted
material and information, including but not limited to, material generated from the software
programs, which are displayed on the screen such as icons, look and feel, etc.

Trademarks

Microsoft®, Windows®and SQL Server® are registered trademarks of Microsoft Corporation in the
U.S. and other countries.

idProducer is a registered trademark of SpecsID in the U.S. and other countries.

Other product names used in this manual are for identification purposes only and may also be
trademarks of their respective companies.

Graphics and illustrations by Technical Author. Screenshots used in this guide are for instructional
reference only. Concept and Topology diagrams are original design of the technical illustrator
unless otherwise indicated.

Scope

This guide covers the known requirements and instructions related to the Advance License
implementation of idProducer (Web API Integration). Information about Advanced License is found
the in the guide for idProducer with Advanced License or the SG Online Help site.

e Also see the Related Guides table in the Introduction of this guide.
e Also consult the 3™ Party documentation for system requirements related to the product.
e Contact Authorized Technical Support for support.
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Welcome to idProducer On-premises Badging (for Advanced License)

This guide provides requirements and instructions for install, setup, and use of idProducer On-Premises Badging solution under an
Advanced License scheme.

E ALSO SEE: the SG System Specifications Guide for general system requirements beyond the scope of this guide.

@ NOTICE: This solution supports Customer-Subscriptions. See Basic License Guide for badging without customers.

@ REFERENCES: See the Appendix for a list of supporting guides and a Glossary of terms.

FIRST TIME STARTUP OVERVIEW
After properly installing System Galaxy and idProducer components, the first-time startup is as follows ...

Advance License Process App Screen

(optional) Make desired updates to SG Cardholder fieldnames. SG  System Settings > Cardholder Options tab
If you need to do this, it should be done before field names are imported into idProducer.
Otherwise you will have to manually change the fieldnames in idProducer to match.

Request and install the idProducer License from SpecsID. IDP  Done at first log-in into idProducer.

Register SG for “idProducer Badging” and set number of printers * SG  System Registration Wizard (based on purchase order)
(Note: customer-subscription/customer-mapping is supported) Also register the Galaxy client workstations.

Create each Customer-Subscription and their login credentials SG  Customer programming screen

(when the Customer is created, the corresponding Subscription is added to idProducer)

Create Badging Operator for each Customer SG  Operator programming screen

(make sure the operator is assigned to the correct customer and has the privileges necessary for enroliment)

Configure Customer Print Dispatchers & Printer(s) at each Client. IDP  Print Dispatcher Configuration App

Create Badge Templates under the appropriate Subscription. IDP  Web Client > Template Editor (for Cust-Subscription)
Import/Sync Template Names SG  Badge Design screen

Assign any Templates to any cardholder SG Cardholder Enrollment screen

Print badges to the available printer as appropriate. SG  Cardholder Enrollment screen

* You must Pre-request/preload an Advance license from idProducer.
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idProducer Requirements

This section lists the requirements that you must meet to support successful integration, listed in order of encounter. These requirements
can additionally be used as a troubleshooting checklist, but are not intended to substitute for instructions.

VERSION COMPATIBILITY SERVICES, GATEWAY, IP & PORT SETTINGS)

1.

2
3
4.
5

System Galaxy v11 thru Current
idProducer must be installed from the SG Install media (USB/ISO)
idProducer supports smart elements such as bar code and mag stripe ...
idProducer supports single-sided/dual-sided cards, landscape/portrait layouts, and includes an expression builder.
Galaxy supports 2 license schemes — see Licensing Requirements below.
e Basic License = 1 Root Subscription (no customers) with the number of Printers according to purchase order.

e Advanced Lic. = 1 Root and multiple Customer-Subscriptions + corresponding Print Dispatchers/multiple printers.
Note: Under the advanced license, SG Customers are supported and are linked to the

INSTALLATION REQUIREMENTS

6.

10.

System Galaxy must be installed before you install idProducer (All 3 steps Prerequisites, Database & Software).

e Launch System Galaxy and sign-in with your master password, but do not register the system.
The system will prompt you that you have a 14-day grace period before registering so you verify your system.

e As asanity check, create a badging test card by adding a new cardholder and adding a test access card and saving the
cardholder in the System Galaxy Cardholder screen. This test cardholder and card will be your badging test card.

Microsoft IS must be correctly installed before installing idProducer. You should run the Galaxy IIS Install Helper utility to
verify that IS is correctly installed and configured to support the Galaxy APl interface.

NOTE: You can launch the Galaxy IIS Install Helper utility by clicking the “Install IIS Web Server” link on the Galaxy Installer App. This utility

detects whether IIS is correctly installed. The utility will display the [Install 1IS] button only if IIS is not installed. Otherwise, the utility displays a
hyperlink to test the connection to 1IS Home Page (local host).

idProducer must be installed and the idProducer database must be published before you Register System Galaxy.

e IMPORTANT: Do not attempt to Register System Galaxy before you have installed the idProducer Advance License.

e You must request an Advanced License before you register System Galaxy. To request and advance license by email
from the client page, you must capture the PC machine address of the computer that idProducer is installed on.

idProducer licensing must be correctly performed for the Advance License ...
a) Advance license: you must request the license through the idProducer Web Client before you register System Galaxy
for the idProducer badging. Then you must install the Advance license using the idProducer Web Client after the SG
registration is completed.

The Web API Service must be running and as a sanity check, you must be able reach the swagger page for proper operation.

e http://localhost:8000/swagger

e  http://X.XX.X:8000/swagger
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RESERVED API LOGIN CREDENTIALS

11. You must restart the GCS Web API Service and both idProducer Services (2) if you change the reserved API Login passwords for
either system (SG or idProducer). The changes must be updated in the appSettings file before you refresh your services.

12. A Reserved API Login Credential is created for both Galaxy & idProducer to support badge printing.

13. The Reserved API Logins must be valid (never expire) and must not be used to browse menus, edit badge templates, or do
system programming. Reserved API logins are strictly for the APl connections and are not User logins.

14. Galaxy’s Reserved API Login Credential is created during System Galaxy Installer Step-3 option A. The user is prompted to
create the API Login username and password during the install. The Reserved API Login is added to the appSettings file and SG
database. The password should never expire.

15. idProducer’s Reserved API Login Credentials is created when SG System Registration is completed with idProducer as the
badging solution. A default username and password are added to the appSettings file and idProducer database. The password
should never expire. This reserved login should never be used to operate the idProducer client (i.e. browse menus, configure
settings or badges).

16. If any changes are made to either Reserved Login, the appSettings file must be updated and API services restarted.

LICENSING & REGISTRATION

17. (optional) You may want to alter/change the Galaxy Cardholder fieldnames before you license or register System Galaxy /
idProducer. The Cardholder fieldnames are pushed over to the Root Reseller when the Galaxy System Registration is performed.
If you registered Galaxy before changing the names, you can still change the names, but you must Synchronize them in the
System Settings\Badge Options screen. Note that these fieldnames appear in the field menu, the field names are not added to
the badge as a label though. idProducer Badge Designer allows you to put custom text labels on the badge in the event you
don’t want to tamper with the cardholder field names. Simply drop a text box onto the badge next to the field.

18. Basic License — SG System Registration generates the Base License.

19. Advance License — user must request the advance license from the idProducer server before SG Registration is done. User must
Install the advance license after SG is registered.

PRINT DISPATCHER & PRINTERS

20. Before you can create a Print Dispatcher and add a printer, you must have completed the licensing. Basic license supports 1
printer on Root Dispatcher. Advance license supports multiple subscriptions, dispatchers/printers.

21. The Print Dispatcher must be running for on-demand printing. The system will retain print requests in a pending table until the
next time the Dispatcher is launched. Pending print requests print before on-demand print jobs.

IMPORTING, SYNCHING, AND ASSIGNING BADGE TEMPLATES

22. Badge Templates must be created in idProducer under the desired subscription (root or customer) before they can be
imported/synched. Template names are imported by synching from SG.

a) Root badge templates must be synched from the System Settings\Badge Options screen or Badge Designs in SG.
b) (advance) Customer-subscription badge templates must be synched from the Customer programming screen in SG.

23. After Template names are imported/Synched, they are available in SG Cardholder screen.

c) Basiclicense: Root templates are available to all cardholders (customer assignment is not supported for cardholders or
for the SG operators, etc.).

d) Advance license: supports printer(s) on Root Dispatcher and also multiple subscriptions, with a dispatcher and printers
per each customer-subscription.
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TEMPLATE FIELDS, BADGE TEMPLATES, BADGE PRINTERS, CUSTOMERS

24,

25.

26.

If you want the template field name to be a specific value, you can change it in SG System Settings for cardholder field names
before you register System Galaxy for badging. If you change the cardholder field name after registering you must synch it in the
System Settings\Badge Options screen.

idProducer template fields must be replaced with SG cardholder fields before any badges can be designed.
a) (This applies to Basic and Advance licenses.) System Galaxy automatically pushes the SG cardholder fields into the Root
Reseller when System Galaxy is registered for badging.

b) (This applies to Advance licenses.) System Galaxy automatically pushes SG cardholder fields into idProducer customer
subscription when the customer-subscription is created from the SG Customer screen.

In System Galaxy, the available badges and available printers are determined by the License level (basic vs advance).

c) Basic License: all badges and the root printer are available to every cardholder regardless of customer assigned.
Customer assignment does not affect the available badges and printers if a Base License is installed.

d) Advanced License: the available badges and printers are determined by which “Customer” is assigned to the
cardholder.
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System Installation

This section covers how to install the IIS Server, how to install idProducer and publish the database, how to create the idProducer
Client Website.

Installing IS Server

This topic describes how to install IS Web Server using the GCS Install Helper Utility. The GCS Install Helper Utility will install and
correctly configure the IS Web Server to support the idProducer web client.

NOTES

e IS Web Server must be correctly installed and configured before you can install idProducer.
e Launch the GCS Install Helper utility by clicking the “Install idProducer Badging” option on the Galaxy Installation App (USB/OSI).

o This utility will detect whether all the IIS server settings are correctly configured to support the idProducer web app.

4.

Load the System Galaxy Installation media (USB/ISO)

Double-click the SGStartup.hta file to open the SG Installation App.

Under the Web Applications, click the option to “Install idProducer Badging”.

Note: the button to install idProducer remains grayed/disabled until IIS is correctly installed.

Click the Install 1IS button to install the IS Web Server on the computer. (grayed buttons are or not available)

Note: if IIS already installed, the Install IIS button will not be available.

You can proceed to next section if IIS is already installed on this computer.

5.
6.

@ GC5idPRODUCER Server Install and Cenfiguration Helper - s

15

115 is not installed. Click Install 11S. Install 115 I

Click YES on the Windows UAC prompt to proceed with install.
A window will open showing the progress of the install.

B CAWindows\System32\Dism. exe

GO TO IDPRODUCER INSTALLATION PROCESS
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IdProducer Installation Process

This topic describes how to install idProducer software using the GCS Install idProducer Helper utility. Doing the complete install will
include installing the Print Dispatcher.

PREREQUISITES

e |IS Web Server must already be installed before you start this install. See 1IS INSTALLATION for details.
e The idProducer installer will automatically launch the IDP Configuration Manager at the end of its process. Do not close it, but
proceed to the next section to continue with the database install.

1. Click the Install idProducer button to install the idProducer client-server software.

GALAXY CONTROL
n  SYSTEMS

System Galaxy v11.3.0
Software Installation (64 bit)

L ey &

%PRODUCER
C ]

BURAT tmne 4 LB s oo b <o 2137, e
“eeelal 53 ety Boroe’ s sl 13 baters
e Pt WPYsdater Badgng Bahea

@ GCS idPRODUCER Server Install and Configuration Helper = *

s
IS Version 10,0 is instalad.

idPRODUCER
IdPRODUCER is not installed. Chck instal dPRODUCER. Inatall idPRODUCER

2. When the idProducer Setup Wizard launches, click Next to proceed through the screens as appropriate.

ﬂ idProducer Server by SPECSid (64 bit) Setup - x

Welcome to the idProducer Server by
SPECSid (64 bit) Setup Wizard

The Setup Wizard will install idProducer Server by SPECSid
(54 bit) on your computer, Click Next to continue or Cancel
to exit the Setup Wizard,
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3. Check the EULA Agreement and Print as needed. Click Next.

ﬁ idProducer Server by SPECSid (64 bit) Setup - X

End-User License Agreement
Please read the following license agreement carefully

Software License Agreement

1. GRANT OF LICENSE. Under this Software License Agreement (the
"Agreement”), SPECSid Inc. (the "Licensor") grants to the user (the "Licensee”)
a non-exclusive and non-transferable license (the "License”) to use

tellectual property rights and distribution rights of the Software remain
lusively with the Licensor. This Agreement constitutes a license for use w

[#11 accept the terms in the License Agreement
Print Back Cancel

4. Click the Complete button in the Setup Type screen (recommended as standalone install).

Note: Choosing Custom allows the user to perform a distributed installation of the Print Dispatcher and Capture Handler on a workstation.

ﬁ idProducer Server by SPECSid (64 bit) Setup - X

Choose Setup Type

Choose the itype that best suits your needs

All program features will be installed. Requires the most disk space.

Custom

Allows users to choose which program features will be installed and where
they wil be installed. Recommended for advanced users,

Back Mext Cancel

5. Click the Install button to start the installation.

ﬂ idProducer Server by SPECSid (64 bit) Setup = =

Ready to install idProducer Server by SPECSid (64 bit)

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Bock [ pinstal | Cancel

6. Click the Finish when prompted. The idProducer Confiquration Manager app will automatically launch.

T idProducer Configuration Manager - o x

X
Rt

Corfiguing, please wat 3 moment.

GO TO PUBLISHING THE DATABASE
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Publishing the IdProducer Database

This topic covers how to publish the idProducer database in the existing GCSSQLEXPRESS Server instance that was installed for the
System Galaxy Databases (during Step-2 from the System Galaxy install media (USB/ISO) ).

7. With the idProducer Configuration Manager open to the Database screen ...

Choose the “use existing SQL Server instance” option.

Enter the path and name of the SQL Server instance (i.e. “.\GCSSQLEXPRESS”)

Enter the username “sa”

Enter the correct sa password (the default is GCSsa5560” although you should have entered your unique
password during the System Galaxy install Step-2).

Click Test Connection button.

. When the connection test passes, click the Publish button to publish the idProducer database.

g. When the database has been published, click the OK and SAVE buttons.

o0 oo

eI (]

| B idProducer Configuration Manager 2 o % |

Mhguration = Database

) The idFroduser Master Sendcs requires a S0L Serves instance, whal doyeu
“ want o do?

1) Lot e Lse an st SOL Serwer ratance 7}
[,
SGL Server natance )

GLSSOLENPRESS
User name 7)
=

Fappvesrd 7)

Publish db wersion 1.1.1.40
Ditabuase rame )

P

Publaiing. plesse wat
=5

NOTE: The database is installed in the GCSSQLEXPRESS INSTANCE as seen below in the SQL Studio Manager application.

Az SOLQuery1.sql - DEV3C\GCSSOLEXPRESS.idProducer (sa (65
File Edit View Query Project Debug Tools Windoy

Pl - L bl | L NewQuery [Ty £ ¢ (5 |
_"1;1‘_{;{||idproducer '|| ¥ Execute B D

Object Explorer
Connect~> 3 3 = T g\;
= LB DEV3C\GCSSOLEXPRESS (SCQL Server 12.0.2269 - sa)

= 3 Databases

# [ System Databases
|| idProducer
| SysGal
| SysGalArc
[ Security

m 3 Server (Ohiects
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2. Onthe Troubleshooting screen ...
a. Make sure the Master Service and Connector Service are both started (green light)
b. (optional) Check the desired Logging options.
c. Click Save button and then Close.

NOTICE: If the Configuration Manager throws an error that logging could not update due to “no endpoint listening”, and the Master Service stops,
this is because you have not yet set up the Master Print Dispatcher (i.e. the Root Print Dispatcher). Don’t worry because you will do this in the next
step. Just click OK and re-start the Master Service and quickly save the configuration before it flips off. You can manually restart the master service
from the Windows Services window after you configure the Root Print Dispatcher if needed.

T wd¥roduce Canfigarbion Marsger - o =
[ Coniguation | = Tioublashaookng
= Mlaaiid feree n
[ Datatase e ¥ ™ Sy '
E““ Connecior e
PP a— i =h s._-u-a'
B Comrs o | Dot 2
Z (Fun dagroancy
¥ .
h] Logging = 5
1 ¥ [
ool L A 0 s tnevce (] Caniig bawager
D Sarvar s [ Pre D ] Cnptons s~

Ve » e (e -

3. Reboot the computer: When the PC restarts, you may see a message stating there is no endpoint listening.
Restart the services manually if needed.

If this happens, examine the windows event logs (System) for service errors.

idProducer Print Dispatcher

There is no server endpoint listening. Th sually caused by a problem
with the network, an offline server or inc ct configuration. Do you want
to try connecting again?

L Services - m| x
File Action View Help

oMbz Hml »enun

0 Services (Local) || Mame . Description Status Startup Type  Log On &
L*.th, GraphicsPerdSue Graphics performance ... Manual t_"l'rig... Local 5,

idProducer Connector ..

idProducer Server b

O idProducer Connector by SPECSid

roducer Server by

Running  Autamatic
Running  Automatic Local 5y

GO TO CREATING WEBSITE AND FOLDER PERMISSIONS
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Creating the idProducer Website and Folder Permissions

This topic covers how to create the idProducer website and verify folder permissions in IS on the Galaxy Web Server. This does not
need to be done on a client workstation.

In the GCS idProducer Install Helper app, do the following ...
1. Click the Create Website button to create the website and folder permissions.

NOTE: this may be done automatically if you do not see a button on the installer helper to create the website.

& GCSidPRODUCER Server Install and Configuration Helper . *

s

IIS Version 10.0'is installed

WPRODUCER
idPRODUCER Version 1.6.6943.1197"is installed. v
C:\Program Fles\SPEC S IncidProducer Server\Specs!D. Badgng WebChent Create Web Ste J

View Folder Parmissions

2. Click View Folder Permissions button to confirm that the 11S User had “Full Control”.

& GCSidPRODUCER Server Install and Configuration Helper - >

s

1S Version 10.0 is instalied

idPRODUCER
idPRODUCER Version "1.6.6878.27526 is installed
C:\Program Files\SPECSid Inc\idProducer Server\Specs|D.Badging WebClient v
idProducer Web Clent | View Folder Permissions

3. Inthe Properties window, scroll down to the IIS_IUSRS (your machine name) and confirm that the user permission for
“Full Control” is set to “Allow” (checked). If for any reason the IIS IUSER is not set for full control, you must edit the
username and manually check “allow”. Click Apply and OK to exit.

SpecsiD.Badging WebClient Properties o

General Shaing 56ty Previous Versions  Customize

Object neme:  C:\Program Fles\SPECSid Ihe'idProducer Server',

Group or user names:

Alow Deny
o ~
v
Fead & execute v
List folder cortents v
Read v
Write % v
For special permissions or advanced settings. anced
click Advanced. Ads
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4. Click the idProducer Website link to test the idProducer Client has been created-.

! GCSidPRODUCER Server Install and Configuration Helper

IS

1IS Version 10.0%is installed.

idPRODUCER
idPRODUCER Version ‘1.6.6878.27526is installed

C:\Program Files\SPECSid Inc\idProducer Server\Specs|D Badging WebClient

idProducer Web Client : [ View Folder Permissions

crob

5. Signin to idProducer when the Web Client opens.
6. Enter your login name and password and click the [ SIGN IN ] button.

5 4—3‘ B idProducer x I—i— RV

& . (GE (@ | localhost/idProducerClient/Signin.aspx

= Menu %8 Francais - FR

@ sign in into your account

User name (email address)

master@idproducer.com

Password

2¥| Remember me

REQUESTING AN ADVANCED LICENSE IS DONE THROUGH THE NEXT STEPS.

7. Click the [Request License] button to start the request process.

B *—EI‘ 5 idProducer X |+ ~

£ O m D | localhost/idProducerClient/Signin.aspx

Unlicensed Subscription

Your subscription is currently ex
selecting

| Request License
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8. To generate the email you must capture the REQUEST CODE as follows ...
a. Click the Copy icon in the right corner to Copy the REQUEST CODE to the clipboard and click OK to close
the Request code copied message box.
b. Click the [Generate Email] button to automate your email request.

«—Elj 3 idProducer X l+ e
“— — (6] {n ) | localhost/idPro Client/Signin.aspx

xnl6nnYGeVyNZSRNVEdUmw=—

and send it to the following address
button to

-

9. The default email application will open a new Email Message, with a default form that you must fill out.

a. Provide your demographic address information, phone number, and your return email address

b. Also include your customer number in the body of the email.

c. The REQUEST_CODE will already be included in the email body.
NOTICE: If you need to move to another machine to create your email, then you can copy the body text and
the Request Code into a notepad file and move it to the computer that hosts your email application.

d. Send the email to license-request@idproducer.com . You will receive a return email with the license file
attached.

License request for idProducer from Demo Corporation - Message - Mail

Format Insert Options ]E[ Discard B> Send

From:
To: license-request@idproducer.com; 8 Cc&Bcc
License reguest for idProducer from Demo Corporation

This is a license request from Demo Corporation (1000).

First name: YO
Middle name:

Email: YOUR EF

Customer number: YO

[REQUEST_CODE_START]
*nIBNNYGCVYNZSRNVBdUmw==
[REQUEST CODE_END]

Sent from Mail for Windows 10
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10. Do the following steps to install your license file ...

a. Detach the license file form your return email and copy it to a known location on your Galaxy Server.
b. Sign into idProducer Web Client again and this time click the [ Install License ] button.
c. Inthe Windows File Explorer, browse to the location of your license file
d. Select your license file and click OPEN to install the license.
B 8| O ideroducer < =t
=~ O & Iocathost t kg = £ = -

q

i OneDerve
B This PC
: Visual Studio 3517
B 3 Oibjects L4 Firefon Setup 200
B Desitop
Documes

& Devwricnds

Idereducer.fic

B Masic

IdProducer lic

GO TO SYSTEM REGISTRATION
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System Registration

This topic covers the System Galaxy Registration for a system using Advanced License.

SYSTEM REGISTRATION

Bow N

PREREQUISITES

The idProducer software/client and Advanced License must be installed. See prior sections for details.
You may not be able to configure or launch the print dispatcher until the Galaxy system registration is complete.
the GCS Web API Service, idProducer Server Service, and idProducer Connector Service must all be running to register.

Launch System Galaxy (SG) from the desktop startup icon and create a master login credential (username and password).
Sign-in to System Galaxy with the new master login that you have just created.
From the SG menu, choose Configure > Options > Registration > System (or Wizard) to open Product Registration screen.

Enter the Customer Name, Dealer Name, and Phone, to begin the registration process.
The name you enter in the Customer Name field will become your Root Site name in idProducer.
a) Enter your Software License key — a green checkmark will appear if you enter it correctly.
b) Click the [Register via Internet] button — a popup window will open for you to provide your contact information.

System Registration

Curment System ID!  Registered System ID Created Date/Time Werkstation Court

| 2592754864 2592754864 6/4/2020 11:14:52 AM 1

Ostowerbioee:: [y @ ‘boedGelmoDecerNoggyy = Desler Mone Hurber.
;CER | |GALAXY DEALER HERE 18004455560
Software License

|03 |-{42363  |.|GFEMR -{GBPGY |- Regster via the htemet

P

screen is cropped

NOTE: If you do not have an internet connection, you can register manually by calling authorized customer support.

c) Enter data into all fields — no fields can be blank, use a space in address line 2 if you do not have a PO Box.

d) Click the [Register via Internet Now] and click OK when the “Registration Successful” message box displays.
User returns to main Product Registration screen. All settings should be prefilled to match purchase agreement.

Saftwane Licengs:
System D
i e Customer Site Name here
Address: Customer Address here

Akess: Customer Address here

Oty Customer City here
Swie: | Customer State here >
Conniry: Ursted States of America W

Fachty Type: | Demo|Training w

Contact Name herg

Conitact Person:

~antaet Infa o
Contact Infa: | CONTact Infio here

Regster via the Internet Mow
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5. When you return to the Product Registration screen, you should take a minute to verify your registration settings.
a) Product Level, system settings, reader options, Badge Solution (idProducer) and Printer Count are now configured
to match the customer purchase agreement.
b) Verify the Software Maintenance Expiration Date is correct and a Registration Code is present.
c) Click APPLY button to commit the registration.

6. Click the [View idPRODUCER License] after the registration code is applied to open a message box that displays your basic
license level and the number of registered printers for the system.

7. Click OK to exit when everything is correct. Changing anything after the Registration Code is applied will require customer
support assistance. The code is only good for the exact setting you have validated.

To Register via Authorized Customer Support: You will manually set up all the system options, badging solution, and printer count according to the
customer purchase agreement. You must enter the registration code that Customer Support provides, then click APPLY to confirm and save it.

NOTE: SG creates the Basic-level idProducer license and the idProducer reserved API credentials as well as pushing SG Cardholder fields into the
idProducer Root Reseller account in the idProducer database. The Root account will take the name of the Galaxy Customer Name in the
Registration screen.

Sysbern Pegiatration
| Cusrent Sysiem i Ragsiered System I Created Date. Time: ‘W aton Count

2557 T54B64 2557754854 B0 11-14:52 AM 1 r ‘ ‘
Cutomes Mame Bugherized Galeey Dealer Name Chmaler Phone hiumtser
CER (sl 18004455560 |
Software Licerme
21054 Ers ] GF6HR |/ GBFGY |.(63TG Fagster via the Intemet
Preoduct Lewel Seiect Logo Image
2 Comporate ~
Syitem-Wils Festures Software Marderarcs Salirgs Wieb Chsnt Optiora
B OCTV Contral Explion Dt F Wk Miodule LaurchPart (RSP Model] Suppon
[ Card Dista Impest./Evpeont Fepcation e - ] Poto ID Badge Panting *
EA Evert Log Output (FRS-232/TOP/IF . Fila) u “ Wieb Module Requires Card Excharge
EASG. Time & Atendance ba * LaunchPont Requires idPRODUCER
1 User Bt Wios In o u
B sty OWR DR Limat Eadge Prnting System
b 3 Pasty DvP 7 ~ Limets dPRODUCER o
A P ] Mo m Clemis
et e : ————
[ Passhack & Door Gernga 4 ¥
A Graphe: Dervice Status Mamm Readers: & Uged
] 50m 8 502 Supeed &1 o | Mew dFRODUCER Licerne
E Biometar: nberace Suppert v - e

- =
] Urimited Card Capaciy (600 cri) Misrrn Bometic Raaders Yiat GLS0nine Web Remistration S
[ Access Fuls Ovemde (E00 oy} o vl [0 Fegrateaton Code

e Baport

Mgmrren D51-Based Readers

0 ol 6 Last Rsgisterad DakeTime

ol R B 1511 AM

Proceed to Print Dispatcher
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WORKSTATION REGISTRATION

NOTICE: As of SG 11.7.0, the workstation registration is no longer needed. The registration options have been merged
into the System Registration screen.

PROCEED TO CONFIGURE PRINT DISPATCHER
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Configure Print Dispatcher on Customer Badging Client

This topic covers the first-time startup of the idProducer Print Dispatcher. The dispatcher is installed with the idProducer Installer on the
server. Toinstall a print dispatcher on a client workstation, you can run the idProducer Setup Exe file and choose “custom” install. Install the
client print components but not the software.

IMPORTANT: You do not need to install this dispatcher at the server if you will not have badges at the root reseller level. It is more
likely that you will only have badge designs at the customer-subscription level.

PREREQUISITES

e The System Galaxy installation (all 3 parts ) must be installed. See SG Install Procedure for details.

e The idProducer software/client must be installed and licensed. See prior sections for details.

e The GCS Web API Service, idProducer Server Service, and idProducer Connector Service must all be running to register.
e You must have completed the Galaxy system registration.

If you have not installed the Print Dispatcher on the Client Workstation, you can do so by running a custom install using the idProducer installation setup
file. Navigate to the idProducer folder in the C:\\GCS\System Galaxy\idProducer. Set your windows file explorer to show the hidden files. Run the
idProducer setup file and choose CUSTOM install. Install the Print Dispatcher element and uncheck the client app installation.

1. Launch the Print Dispatcher app by typing idProducer Print Dispatcher in the search box on the Windows taskbar.

2. Click on the idProducer Print Dispatcher application when you see it in the list.

B D @ Fitters
Best match

3. idProducer Print Dispatcher

Desktop app
Apps
¥ idProducer Configuration
search suggestions
R idPro
Folders {1+)

Documents (1+)

£ iderd

3. Sign in with the default login credentials. (Default login is master@idProducer.com / “master” password).

NOTE: clicking “Remember me” will tell the dispatcher to preserve the master username. You will still need to provide the password each time you
start up. NOTE: You can change the master password as desired.

idProducer Print Dispatcher Sign In

master@idproducer.com

EEEEIR
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4. When the Print Dispatcher opens, you may see this dialog prompting you to create the dispatcher.

idProducer Print Dispatcher

d. Tl

5. Enter a Dispatch Station Name ... like Main Dispatcher.

Note: Under a Basic license this is the only Dispatcher you will have. All operators will be able to see this dispatcher and its
printers as long as the operator profile has been assigned the correct privileges in the System Galaxy Operator profile.

6. Click SAVE to the Print Dispatcher, then click Add to configure a badge printer.

5 | Dispatch station configuration
I
Dispatch station definition
Computer name: DEV3C2
Dispatch station name: ||
4
Dispatch printers definition
Dispatcher printer name Card printer Online
Add... Modify... Delete

7. Inthe Configure Printer screen, enter a unique name to identify the printer.
This name will appear in System Galaxy so the operator can identify the desired printer.

8. Select the Card Printer (brand/model) and configure all the appropriate printer settings.

9. Click OK and the printer will be added to the list of defined printers in the Dispatch Station screen.

13-4 Configure dispatcher prinfer

T
-: O Bt Pty 1 U W O
Snpe w % Bmsigoe [0 - ®

. | Dispatch station configuration
'il i 9

Rarguring Pouiian 4rel o Dispatch statan defirton
ke nleRuge = Care o Fage Tagp Lt o g
Compuier rame DEW3C2
*ort Fage Semng 9

Dispaich gation rame CER Rt Digpatcher

Hgnogeng -

Rircc P g Cpatch prirters definition

Egien - 536 . CER. Root Printer | Miczosoft Print to POF True

ey s i S Brmis T Film A nddy.. Detete

»“""“ »“
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HOW TO USE THE PRINT DISPATCHER

NOTES

e Only one instance of a Print Dispatcher can run per PC.
e Offline printing occurs when the SG Operator sends or queues a badge to a printer or to the dispatcher when it is not running.

1. You will launch the idProducer Print Dispatcher on the the main server by typing “idProducer Print Dispatcher” into the
search field on the Windows task bar.

2. The offline/pending print jobs will be automatically printed when the Print Dispatcher starts and is logged in, provided
the services are running and the printer is online. Offline jobs take priority over live requests. Any jobs that are on
“hold” will not print until released.

3. To print a badge, the SG Operator will send the badge to a printer from the System Galaxy cardholder screen.

If the printer is offline, the badge print will be added to the idProducer print request queue.

4. The SG Operator can also send a badge to the Print Dispatcher Queue if the printer is not online. These print jobs will be
handled by a Dispatch Operator by choosing to open the Print Request Queue from the Dispatcher Menu (icon in the
top right corner).

5. The Dispatch Operator can print, hold or close any queued jobs. The dispatcher can also assign a job.

6. The Print Dispatcher window will display the current online status of the Print Dispatcher (online vs. offline)

This window also shows the printer status and activity (online v. offline; and idle v. printing).

7. User can pause/resume the Printer from the Print Dispatcher window, as needed.

\

3 idProducer Print Dispatcher

Station name: Main Dispatcher
Status:  Running

M| Dispatcher is currently Online

Printer 1: Printer 1
Status:  Idle

Current request: <None=
Info:

M| Printer is currently Online Pause

Printer 2:  Printer 2
Status:  Idle
Current request: <None»

Info:

Printer is currently Offline Pause

PROCEED TO CREATE CUSTOMER SUBSCRIPTIONS IN SYSTEM GALAXY
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Creating Customer-Subscriptions in System Galaxy

This section describes how to create the customer in SG and then add the Subscription login and Sync the cardholder template fields..

1. In SG menu, select Configure > System > Customers.
2. Inthe Customer screen, click on the ADD NEW button.

3. Type a Customer name — make it simple and use as few spaces as possible.
NOTICE: The customer name becomes the subscription name in idProducer and it also is incorporated into the
subscription login username. Notice that spaces are converted to dashes, so you will want to be careful how you make
the name. The User Name can become long and difficult to type.

4. Click APPLY button to save the customer name. Once you have saved the Customer you can add the Subscription details
by clicking EDIT button with the Customer name selected.

5. You will notice that Galaxy already created the Subscription name and login based on the Customer name you created.

6. Type the password you want to use (do not lose this because you need it to sign in at the idProducer app to make your
badges and to sign in to Print Dispatcher to add printers and operate the Dispatcher).
TIP: you can use the ‘Show Password’ option to reveal the password you are typing.

7. Click APPLY to save the subscription login.
8. Click the SYNCHRONIZE button to push the SG Cardholder field names to the idProducer subscription.

9. Click OK to close the Synchronize Confirmation message.

Jumber: Dirder by 1D Order by Mame Add New

Edit

Jame: |tust1 - East Coast Bottlers

Delete

Apply

Cancel

idPRODUCER Settings:
Subscription:

Cuzt1- East Coast Bottlers [10000)

_oge: Select Logo Image

System Galaxy =
User Name:

| master@Cust] -EastCoastBottlers. com

o Finished synchronizing idProducer data.
Pagzward;

: et
W [J 5hiowe Pagsward Characters

Synchronize B adging Data

e Continue to the next section to Create the SG Badging Operator for each Customer

e Or advance to the topic to Create the Badge Templates in idProducer
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Creating the SG Operators for the Customer

This section describes how to create the SG operators for the Customer-Subscriptions.

In SG menu, select Configure > System > Operators.
In the Operator screen, click on the ADD NEW button.

Type a new Operator user name and enter the password — do not forget or lose this. Notice if you forget the password,
you can change the password using the SG master operator login to edit the operator profile password you lost.

Select the desired Customer name to link the operator to the Customer-Subscription. This will filter the badges so that the
operator only sees badges from the same customer.

If this is a badging operator make sure the ‘master’ chechbox is “unchecked” (off). A master operator has no filters and
can see all information for all customers. Also make sure the ‘no filters’ option is “unchecked” (off).

Also make sure the operator has full editing privileges for cardholder screen and the enrollment related options are not
filtered.

Set the appropriate expiration settings (either a date or check ‘Never Expires’ as appropriate)

Click the APPLY button to save your changes.

Add N
Operatar Mame: EL Operator Password: l:l =
Operator ID: 4 Password: l:l et
5 . Dielete
[IMaster Operatsr - [ ] Acoount Disabled [ Mo Filters [] Password Mever Expires
Apply Reports (™
e Cust1- E ast Coast Bottlers ~ | Expie Date: | 4/23/2020 [H~
Customer. P Canced
Cardholder Access Group Filters Department Filters Cardholder Options
Editing Privileges Orline Privileges Loop Filters

Cardholders: Full Editing ~ | [JPrevent Card Data and Access Privilege Editing

ArmesEmEs Full Editing = Run EPIDesigner

Reader/Doars. Full Editing e Fiun Load

Loops: Full Editing ~ “iew Reports

Contrallers: Full Editing i Delste 'wamings

Inputs: Ful Editing ¥ Exit Application

Outputs: Full Editing 0 SGwWeb Resource Paal

Schedules: Full Editing ~ Can Acknowledge Alams

Departments: Full Editing A Can Acknowledge Al Alarms

140 Groups: Full Editing bt Can Delete Alarms

DR Full Editing ~ Can Delets All Alarms

Alat Parels: Full Editing bl Can Silence Alarm Audia

AlphaCom: Full Editing ~
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Creating Badge Templates in idProducer Client

Under the Advance License, all badge templates are under the Customer-Subscription and are only available to Customer-linked operators for
cardholders who are linked to the same customer. Badge Templates are visible in SG after the badge import is done only for the customer-
operator that is linked to the customer-subscription (based on Customer and Operator programming).

IMPORTANT NOTES:
e idProducer Licensing must be installed before you create badge templates
e System Galaxy System Registration must be done before you can create badge templates.

e The System Galaxy customer-subscriptions must be created from System Galaxy Customer Programming
screen. See the prior . Subscriptions cannot be created in idProducer directly. Templates are only created under
the Galaxy customer-subscriptions.

General Process:

1. Create the Badge Template in idProducer using SG Cardholder Fields that were imported when System Galaxy

was registered.

2. Import the Badge Templates into System Galaxy from the System Galaxy Badge Designs screen.

About Updating Card Template Fields

Updating Customer-Subscription Template Fields

System Galaxy will automatically update the Template Fields with SG Cardholder Fields when the SG Operator synchronizes the
templates from the SG Customer screen. When the SG operator signs in, SG automatically pushes it’s cardholder fields into
idProducer’s Template table and removes the 11 proprietary fields to avoid conflicts.

CAVEAT: all prerequisite programming must have been completed before this update can occur. Restarting SG will not trigger the update if the
prerequisite setup is not correctly performed.

CREATING BADGES
The Root Subscription is automatically synchronized each time System Galaxy software is restarted/re-launched. Or user can

IMPORT/SYNC BADGES in the SG Badge Designs screen.

1. Login to idProducer using the ROOT idProducer User credentials if you want to create a Root Card Template (i.e. Badge
Design) for cardholders who are assigned to the “No Customer” option.

I Do not login to idProducer using the reserved Galaxy API Login Credentials. Always use the appropriate Customer
Login Credentials to design badge templates.

MFrancais | Signin

@ Sign in into your account

User name (email address)

master@idproducer.com

Password

B Remember me

Sign in
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2. There are two ways to open the Template Editor ...
a. Click the Template Editor tile on the idProducer home web page.
b. oropen the Template Editor from the Menu > Card Templates > Template Editor

&

# Home Page

Administration
Enroliment

Card Templates

I, Subscription Fields

[# Template Editor

‘ Production
/ ) Data Exchange
Developers

Template Editor

3. Make sure the desired Subscription-name is selected in the Template Manager droplist
4. Click ADD to start designing a Root template.

Tempiate name Card stock & Lastmodted
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5. Give your template a descriptive name and chose your card stock. You will see a dialog properties box that allows you to
select different sizes of cards and choose whether to have a front and back.

Update card template

Template name

template 1 (master)

Description

Card stock

Update

Edit template__. Cancel

6. When the work canvas appears, begin creating the badge.
7. Expand Template Fields panel to see the Galaxy Cardholder Fields. Simply drag-n-drop the desired cardholder fields onto

the card canvas.

& C | @ localhost/IdP

3 Apps ul

= Menu

[elm =]~ s

Pk e A e

5 Francais & Welcome Master

Drag-drop elements

£%) Basic elements -
T Template fields wl| =
Smart elements -2

w~

Drag-drop Elements

Template - Badge 1 (master)

|

T
First Name
Last Name

D.0O.B.

(5#) Cusiorﬁe.rr
CardAddedDate
Date Added

s Deson Badge TemplateName

Common ID
Company Code
Record ID

vie &5
Card Role
AP) AccessProfile

Aﬁ:ti\}é' Date

El);pi'ratié.n Date
Expire Date
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8.

9.

idProducer Badging Procedure (Advanced License)

Expand Smart Elements panel to see the bar code and magstripe fields. Simply drag-n-drop the desired smart fields onto

the card canvas (back).

i~ [ |® localhost/IdProducerClient/TemplateEditor.aspx *

i Apps ul

APk B || k] @

RILY EESEYS

Drag-drop elements ‘ Template - Badge 1 (master)

v aBE K

I3

Q) Basic elements -
-|T Template fields -

Smart elements -

ont Sstems IR

sssssssssssss

Drag-drop Elements

Save your badge design.

10. In System Galaxy you must import in the Badge Designs screen before you can print badges. Then you can see the

template in Galaxy’s Cardholder Template Droplist.
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Managing Badges in System Galaxy

Under the Advance License, all badge templates are under the Customer-subscription are available to all cardholders who are assigned to the
same Customer and after the badge import is performed.

NOTES

e You must have created the badge templates in idProducer before they can be imported.
e You must import/sync badges before they can be assigned and printed.

Importing/Syncing Badges in SG
Badges are imported or synced after they have been created.

e You can import/synch from the Badge Options tab in System Settings.
e You can import/synch from the Badge Design screen in SG.

IMPORTING / SYNCING A BADGE (from System Settings screen)
9. From the SG menu, select Configure > Options > System Settings.
10. In the System Settings screen, select the Badge Options tab.

11. The Don’t link Customers to idProducer Subscribers checkbox option should be unchecked for a Basic license.
This way you can make customers in System Galaxy, but they will not link to idProducer Subscriptions, because idProducer
Subscriptions require an advanced license.

12. Click on the [Synchronize ...] button to import or sync badges.

13. Click APPLY and OK to close.

System Settings X

General Options Alarm Options Report Options Mutti-Media Options Audit Options Database Options Cardholder Options

Badging Options CCTV Options Time & Attendance Options Guard Tour Options Card Data Replication Options
Specify folder location where the images are stored
AGCS\System Galaxy\Badging | | Browse
Specify folder location where the archive images are stored:
|C:'-.GCS \System Galaxy'BadgingArchive®, | Browse

Save Images in Database lincreases database size significantly)
[ Use TOPAZ Signature Capture Pad
idProducer Settings:

Web Client URL

|h1tp +/Aocalhost/ldProducerClient

[[] Dant link Customers to idPRODUCER Subscriptions (Aways use Root)

Synchronize Field Names & Badge Templates

Cancel
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IMPORTING / SYNCING A BADGE (from Badge Designs screen)

1. From the SG menu, select Configure > Cards > Badge Designs.

2. Inthe Badge Designs screen, Click the [Import Card Definitions] button to import or sync badges.

Configure | Record Edit View Utilities Windaw Help

Optians L]
| s d LT I Y
l Hardwrare 3 e
Sehedules Vi =
Cards r| i Cardholders
Wizards ,j B8 Access Groups Badge Designs
Awcess Profiles
:::::::i = Departments Muriiber: IZI
Command Scripts B PIN Codes Desciption; | Pince Badge w E dit
Batch Load Cards
Eadge Layouls/Designs Delete
:‘!.;_: Run GuardDraw .&DD'}’
Time & Attendance ] =
Diata Field Values ancel
Import Card D efinitions

Customer;
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Assigning and Printing Badges

idProducer Badging Procedure (Advanced License)

Badges are assigned and printed or previewed from Cardholder Screen after they have been imported.

The print dispatcher engine must be running with the printer configured to print badges.

Assign a Badge to a Cardholder

1.
2.

A

Sign in to SG using the customer operator.

Open the Cardholder Programming screen from the toolbar or menu.

Click ADD NEW to enroll a new cardholder
(or select an existing cardholder from the droplist and click EDIT).

Enter the First and Last Name. Then (optional) configure any personnel data needed.

(optional) Add a photograph on the Personal tab, if you are using photos on the badge. The photograph will appear on the
printed badge if you have properly added the photograph field to the Badge Template in idProducer Badge Designer

screen.

Enroll the card data and configure any card options as needed — such as activation or expiry.

Assign the desired loops and access privileges to the card as appropriate.

Make sure you have put data into any fields you need to print on the badge.

Assign a Badge Template (the droplist will only show Badges that were imported for the same customer)—

BOND, JAMES {c1)

Record ID

7 Reports

Common ID

| 007-007

Record Type
RT2 ITEM2

LAST NAME

|BOND

FIRST NAME

| JAMES (c1)

Middle Name

| E

Customer

ABC Builders {C1 - 10000)

Phone

1-10-2934645

Department
AUT DEPT-1 (C1)

. Click APPLY to save the cardholder record.

-
‘ SelectCard  |Card 1

Card Data

Card Description

| Card 1

Card Technology
HID Corperate 1000

Company Code ID Code

PIN Card Role

10077 | | Access Control ~

Fingerprint Data

Launch IXM Web

Continue to next page for Printing & Previewing

v Add Mew Delete

Card Options

Card Disabled
Card Reversed
[1PIM Exempt

[ buress Enabled
Passback Exempt
Active Date

Expire Date
By Date & Time ~

Apply

Personal Card/Badge Settings  DataFields 1 Data Fields 2 Photo Badging  Alarm Panel User / LCD Messa

Add/Delete T/A Pu

Loop/Cluster Settings  ac

Authorized Loops

635 Loop 1

Access Profile

5 AP DL State Integrity =

Select Access Groups
1AUT AP AGDOOR 1

| 7/ 7/2077 v||11:03:nn pM -2

= MNO ACCESS GROUP *

Badge Settings  Dossier Settings
Badge Design

Badge-1 (ABC-C1) ~

Doss-1 (ABC-C1)

0

Last Printed

**NO ACCESS GROUP *

FFNO ACCESS GROUP *

Defer to Server for Access

Never Defer to Server

Action if Server Does Not|

Follow Panel Dedsion
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Print a Badge to a Print Dispatcher

The Print Dispatcher must be running if you want the badge to print immediately. Launch the Print Dispatcher and sign in with valid credentials.

NOTE if the Dispatcher is offline, the idProducer system will add the print request to the print request table and it will print the badge the next time
the Printer and Print Dispatcher are online.

1. From the cardholder screen, click the PRINT or PREVIEW button

e If you click the PRINT button, the badge will print to the default printer*
e If you click the PREVIEW button the PREVIEW window will open, and you can print to the desired printer

2. Choose the Printer (or Dispatcher) button as desired.

3. Click either SEND TO PRINTER to print the badge (or DISPATCHER to send to the Dispatcher Queue).

BOMD, JAMES (c1) ~ | | Find Record Add Mew Edit De
Record ID Personal Card/Badge Settings Data Fields 1 Data Fields 2 Photo Badging  Ala
7 |+ J
ol |7 s EER ~| | AddNew Delete
C jinj
bt Card Data Card Options
| 007-007 |
Card Description Card Disabled
Record Type | i Card Reversed
RT2 ITEM2 PIM Exempt
Card Technology Duress Enabled
LAST NAME HID Corporate 1000 Passbadk Exempt

| BOMND | Active Date
Company Code ID Code '

Expire Date

| JAMES (c1) |

PIM Card Role By Date & Time
Middle Mame W Access Control

10077 | | 7 712077 - ||11:07:00Pm 2
E | )

Badge Preview & Print = = 2

Customer g i o Badge Settngs  Dossier Settings
ABC Builders {C1 - 10000) Select Printer Badge Design
S [C1PTR ~||Send to Printer| Badge-1 (ABC-C1)

1-10-2984645 Select Print Dispatcher Pyt

|Rc|c|t Dispatcher = | |Send to Dispatcherl

Department | Print Limit Print Count
AUT DEPT-1 (C1) |u | |D |
Last Printed

4. The badge is sent to the printer immediately — the Print Dispatcher will show the printing cycle.

g B X

1 —
I 3) idProducer Print Dispatcher

Station name: C1 Dispatcher
Status: Running

[W] Dispatcher is currently Online

Printer 1: C1PTR

Status: Ready )

Current request:  7:1-9/6/2018 2:10:07 PM
Infa:

W] Printer is currently Online Cancel
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5. OPTIONALLY — from the PREVIEW WINDOW you can print to a Printer or Dispatcher Queue. These badges will not print
until they are released by the dispatch operator.

BOND, JAMES (c1) FindRecord | Add Mew Edit Delete Apply
Record ID Pergonal CardBadge Setings  DataFields 1 DataFekds 2 Photo Badging  Alarm Panal User [ LCD Messs
% P o] e [ v| [ addNew || Deete AddfDslete TIAP,
"W?m;vm | CardlOwia Card Cptions Loop/Cluster Settngs At
ke — Card Description |4 Card Disabled Edt Loops
Record Type T 1 [A card Reversed
RT2 ITEMZ w Authorized Loops
Card Technology 635 Loop 1
LAST NAME HID Corporate 1000 v
Access Profie
T Company Code D Code [ 6 AP DL State Integrity =
FIRETNAME 101 07
JAMES [¢1) — :l Expre Date Seett Access Growes
PN/  CardRole By Diate & Time v LAUT AP AGIDOOR 1
Mddle Name 077 - -
[E. | | 10077 | {ceee Corel S [ 7 720m7 ~|[1u0m00emiz] [==nNo Access Growe =
** NO ACCESS GROUP ™|
‘Customer

BIDHE AR A
DL B AR A

1 Badge 1 kmieten
Salnct Fromer
A0 e e Prisser

Tt Frist Gonperi e
DV e ® | Lard v Coaichar
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Releasing a Badge from the Print Queue

1. Torelease the badge from the dispatcher queue, you must open the Queue from the Print Dispatcher Ul.
2. Right-click on the menu icon on the Print Dispatcher

3. Select ‘View Print Request Queue’ from the menu.

L | . . 1 V Vlew Print Dispatcher Status
( \f& idProducer Print Dispatcher et
Wiew Print Request Clusue

Station name: DEV3C-cl [ g Bispatc e
Status: Running | 4% Rescue Offscreen
Wl Dispatcher i climerntii Bnime & Ul Theme Style v

' i} About Print Dispatcher...
Printer 1: PDF-c1 '@ it appication
Status:  Idle
Current request: <MNonex
Info:
[H] Printer is currently Online Pause

4. Select ‘View Print Request Queue’ from the menu.
5. When the Dispatcher Queue opens, highlight the badge you want to print and click PRINT.

NOTE: you can delete print requests from the queue by clicking the CLOSE button.

= B -0 x
Uj Print request queue

@ CERRoot Dispatcher T Assign 2 Hold  ©oAFal 3 Close & Refresh [ Select Al [T Unselect Al

Fitter:

Request Individual Card Stock Template Dispatch station Printer name ubmission date

Princess Badge CER Root Dispatcher / Assigned

212 requests {1 selected) Close
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APPENDICES
SYSTEM CONCEPTS - Overview and Troubleshooting

Distributed Print Dispatchers (and Printers)

idProducer with an Advance License is deployed as a distributed solution (networked). This means that the Print Dispatcher(s)
are installed at the Customer Badging Client (workstation). Each Customer will have their own badging workstation (client). The
SG Badging Operators can only see the Badge Templates and Printers for their own customer-subscription. The number of
printers registered is based on the SG system registration per your purchase order.

System Topology Diagram — On-Premises Badging Solution with Advanced License:

Multiple Customer-Subscriptions — with multiple Printers & Print Dispatchers:

Operators can only see the printers that are associated with the Print Dispatchers that belong to their Customer-Subscription.
Clients can see/use all printers that belong to their same Customer. Offline printers will resume printing whatever is in their print buffer when they
come back online. Optionally, the operator can send offline badges to their matching Dispatcher Queue for manual processing.
Example below: is registered for Advance License which is done by installing it at the idProducer Web App (not through SG registration).
o Root Reseller: Printer-1 is added to Root Dispatcher-1, Printer-2 is added to Root Dispatcher-2. All Root Operators see all Root Printers & Root
Dispatchers ... and Root Badge Templates.
e Customer-A: Printer-A-1 is added to Cust-A Dispatcher-1; Printer-A-2 is added to Cust-A Dispatcher-2; All Customer-A Operators see all Cust-A
Printers & Cust-A Dispatchers ... and Cust-A Badge Templates.
e Customer-B: Printer-B-1 is added to Cust-B Dispatcher-1; Printer-B-2 is added to Cust-B Dispatcher-2; All Customer-B Operators see all Cust-B
Printers & Cust-B Dispatchers ... and Cust-B Badge Templates.
e NOTE: technically you can run multiple Dispatchers on the same server. However if that server goes down then all the Printers may go “down”.

Multiple Subscribers - with Multiple Print Dispatchers (Networked System)

lIS/WebServer
idProducer App & Services
GCS Web APl Service

GCS Core Services

DB Server Root Reseller Subscriber A
Root Operator 1 Operator 1/ Custamer A e parato gACLSG magH
Cust-A Disp. 1
Printar 1
Printer 2
200t Operatar 2 . .
e EJI:'”“ 3 Operator 2/ Customer A Operator 2 f Customer B
Cust-A Disp. 2
All Printers Printer B-1
Root, Cust-4, Cust-B I:::l:: B-2
Dispatchers Dispatchers
! - Cust-B Dispr.
Root Dispr.
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Printing Badges (Online vs Offline)

Badges print immediately when they are sent to online printers. SG Badging Operators can print to every printer from any
workstation, regardless of where the Print Dispatchers are installed. If a Dispatcher is minimized/closed, the printers will still
be online, if the API services are running.

Offline printing is supported by two methods. If the printer is offline, the operator can still send a badge to the offline printer.
idProducer will store the print request in a pending table. When the printer comes online, the pending requests will be
buffered to the printer. These pending requests will be processed before any new live print requests are printed.

To avoid making a backlog of pending print jobs at an offline printer, the operator can send a badge to a Print Dispatcher Queue.
This way the printer can resume printing new badges when it comes online. A dispatch operator can control when to forward
the pending badges from hold queue to the restored printer.

Prepping Cardholder Data Fields for Transfer

Modifying certain cardholder field names is particularly useful if you want to distinguish between certain card code fields
or the specify names for data fields.

System Galaxy transfers the cardholder field names to idProducer’s Template Fields table when SG system registration is
performed. This is the only time the field transfer is done. Therefore, if you need to modify SG field names it will save time and
work if you do it before you perform the registration.

If you want the new names to go over in the transfer, you will need to modify the names before the system registration is done.
This way idProducer will use the modified name in template field names. If you already registered the badging, you can still
modify cardholder field names, but you will need to manually update idProducer’s field name the in the Template Fields screen,
because it is only transferred automatically at the time of registration.

System Registration and Licensing

The idProducer Advance license is requested and installed at the idProducer Web App. The install technician will sign-in and
request a license from the prompts in the idProducer Web App by following the prompts. IdProducer will send the license file
to the installer through email. After the advance license is installed, then you can register System Galaxy for idProducer
Badging. During system registration, you must also set the number of printers to be installed from your purchase order. System
Galaxy the Reserved API Login, and the Cardholder Data Fields to idProducer when you complete the system registration.

License Model License Generated by ... Badging Accounts Printer Support Multiple Customer-Subscription
Advance License idProducer provides license | multiple customers- multiple Printers and Customer-Subscription supports
upon client request. License is | subscriptions under the root Dispatchers separate badges based on SG
manually installed by user. reseller account per account/subscription. | customer assignment. Operators only
see badges that are assigned to their

Operators see all printers customer.

Refer to SG idProducer Advanced Guide for how to install, setup, and operate badging with Advance license features.

System Settings

In the System Settings there are a couple of useful features related to badging. In the General Tab, you can configure the
workstation to not show the events screen. You can also force a synchronization of the badge templates (this imports the
badge templates from idProducer. You must be a master operator to change these settings.
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SG Operator Profiles

The SG operator does not need elevated permissions to send badges to a Printer or the Dispatcher Queue. The operator profile
must have the standard editing privileges to the cardholder screen, and the Card/Badge settings tab must be visible. The badging
operator profile can be filtered from viewing events or configuring hardware if you desire, but the privileges related to enrolling
a cardholder must remain intact.
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REVISION HISTORY OF THIS GUIDE

DATE DESCRIPTION of REVISION
Nov 2018 First release of guide for on-premises standalone server deployment only.
DEC 2018 Splitting guide into 2 guides basic and advance badging (the term advance license replaces custom license).
‘égNﬁO:% Basic License for standalone install (recommended); 1 Root Subscription supporting 1 Printer/Dispatcher..
APR 2019 ) .
SG11.1.0.2 Update guide to include latest features.
MAY 2020 Update guide to use linked references that point user to supporting information that is covered in other documents /topics to trim
SG 11.3.0 down the guide —i.e. SG and IIS installs. And provide the relevant requirement statements. The SG GalSuite now auto- installs IIS.

RELATED DOCUMENTATION

DOCUMENT NAME DESCRIPTION
» System Galaxy Install Procedure SG Install Quick Start Procedure - for System Galaxy installation.
» SG System Specifications Guide SG Admin Guide - Specifications for OS, PC/Servers, Clients, Networking, etc.
» SG Software User Guide SG User Guide - programming and using the SG software.
» SG idProducer Basic Guide (Basic License) SG Integration Guide - set up & use idProducer Badging with Basic License.
» SG idProducer Advanced Guide (Advanced Lic.) SG Integration Guide - set up & use idProducer Badging with Advanced License.
Also see Galaxy Online Help Documentation Directory — for full list of available documents.
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GLOSSARY

TERMS & DEFINITIONS

TERM MEANING

GCS (acronym) Galaxy Control Systems. Indicates the service or utility program belongs to System Galaxy.

idP (or IDP) (acronym) refers to the idProducer application.

SG (acronym) System Galaxy. Refers to the system, software, hardware, or features/components of System Galaxy.
API Service GCS Web API Service The service that allows the SG software to integrate with the idProducer API.

appSettings file
Communication
Server(SG)

Core Services (SG)
Customer (SG)

Customer-
Subscription
linking

Login, Reserved
API (SG)

Login, Reserved
API (idP)

Login, Root
Suscription

Login,
Subscription
Print Dispatcher
App (idP)

Print Dispatcher
Queue

Root Reseller
(Basic License)

Root Reseller
(Advanced

A configuration file that contains specific settings that SG uses to integrate with idProducer and its Print Dispatchers.
The main System Galaxy server that hosts the GCS Communicaiton Service and Core GCS services. These must be
running for the system to operate properly. See Core GCS Services

Core services include GCS Client Gateway, GCS Communication and Event services, GCS DBwriter, and GCS WebAPI.
(Advance License only) in System Galaxy a Customer can be assigned to a cardholder to differentiate it from other
cardholders who are assigned to a different customer. In SG, when you create the customer, you also create the linked
Subscription in the idPRODUCER database. The system will filter the available Badge Templates and Print Dispatchers
based on the Customer-Subscription. Also see Subscription and Customer-Subscription.

(Advanced License only) A Customer-Subscription refers to the linked relationship between the SG Customer and he
idProducer Subscription. The Customer-Subscription linking is created in the SG Customer screen to create the account
and login credentials and insert them into idProducer. NOTE: the SG Operator must be assigned to the same customer
to import, view, assign, and print the customer badges for cardholders that are assigned to the same Customer. NOTE:
You will also use the Customer-Subscription Login to sign-in and run the Customer-Subscription Print Dispatcher. See
Advanced idProducer Guide.

The Reserved API Login credential for System Galaxy is exclusively used for APl connections and communication
between SG and the API Service. The SG API Login is created during Part-3 of the SG Installation. Do not use the
reserved API Login as a login for admin or operator tasks.

The Reserved API Login credential for idProducer is exclusively used for the APl connections and communication
between the idProducer and the API Service. System Galaxy creates the idProducer Reserved API Login during SG
system registration process. Do not use the reserved API Login as a login for admin or operator tasks.

The Root Login credential is used to sign-in to the Root Reseller account at the idProducer Client. Galaxy creates this
login during SG System Registration process because it needs it to download the SG Cardholder Data Fields (Template
Fields) to idProducer. You can use this login to sign-in to idProducer Web Client and perform administrative tasks at
idProducer for the Root subscription. This login is also used to sign-in and run the Root Print Dispatcher.

(Advance License only) This is the login for a Customer-Subscription account. It is created by System Galaxy from the
Customer Screen.

The idProducer Print Dispatcher App is a print engine that resides on the main server (or on a Client). It processes the
on-demand badge printing, pending jobs, and queues for the badge templates that belong to the Subscription that is
associated with the Dispatcher (i.e. Root Subscription for basic license; or Customer-Subscription for advanced license).
The SG Operator sends a selected badge to a printer (or to the Dispatcher Queue) from the System Galaxy Cardholder
screen.

The Print Dispatcher Queue is a holding queue for badge print jobs that were not sent directly to a printer, which is a
useful alternative when a printer is offline. This lets the badging operator send badges to the Dispatcher Queue for
manual processing by the dispatch operator, instead of cluttering up the print buffer of the offline printer. Then when
the printer comes back online, it is ready for live badge printing without having a backlog of pending print requests in
its buffer. And the Dispatch Operator can hold the print requests in the queue until a printer is available or send the
badge to a different printer.

The Root Reseller (Basic) is the root subscription in idProducer App, which is the only subscription allowed under a
basic license. FYI: the Root Reseller name is changed to the SG Site Name at time of SG registration. The Site Name is
found in the SG System Registration screen.

NOTE: All badges belong to the Root Subscription, which only supports the “no customer” schema. This means that all
imported badges will always be visible to every badging operator (provided the operator privileges/permissions are
filtered in the SG Operator Profile).

The Root Reseller (Advanced) is the root subscription in idProducer App, which is the parent subscription allowed
under an Advancelicense.. Under Advanced License, the Root Reseller is mapped to the “No Customer” entity in SG.
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License)
Template, badge
design (IDP)

Operator, SG

Operator, SG
Root Badging

Subscription

The root badges and root printers are only available for Cardholders who are mapped to a the ‘No Customer’ selection.
A badge template or badge design is the “layout” (formatting and placement) of cardholder data fields, photos, and
images that will print on the physical badge. Templates are created in idProducer, but they are assigned and printed
from the SG Cardholder screen when the cardholder is enrolled. The template is created under a Subscription and
automatically imported into SG. See Customer, Customer-Subscription, and Subscription for more.

The SG Operator is a user of the SG Software. Operators need to be given the privileges to do their work and any
appropriate filters. For Advanced IDP License, an operator can be assigned to a Customer in SG Operator profile screen
and this will allow the operator see only the cardholders and templates that are associated with their same Customer.
This will also filter which Print Dispatchers the operator will be able to send badges to. NOTE: all SG Operators have
their own secure login. The operator profile should be configured to allow viewing and editing the cardholder screen if
their role is to enroll cardholders and print badges.

This is the System Galaxy operator that is assigned to ‘No Customer’ in SG Operator profile screen. NOTE: SG operators
have their own secure login and their profile should be set up to allow viewing and editing the cardholder screen,and
should not have filters that prevent them from doing their work tasks.

(a.k.a Customer-Subscription; Advance License required) a Subscription is a “child” entity under the Root Reseller. You
can have multiple subscriptions under a root-reseller. The badge templates must be created in idProducer which will
organize the associated templates. although it may appear that a subscription could be added from idProducer,
Customer-, which must be added from the System Galaxy Customer screen along with its login credentials.
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