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1 Introduction to PassagePoint™ Integration

This addendum covers System Galaxy (SG) integration with STOPware PassagePoint™ Global v10 from a
System Galaxy perspective. Features and functions that are outside the scope of this topic are covered in
other manuals. SG 10.2 (or higher) is required version for System Galaxy to use these features. SG 9.0.4 or
and up to 10.2 requires a script to be run on the SG database to work with PassagePoint Global 10.

Chapters in this Addendum:

1. Introduction:

= Qverview of system integration
= Qverview of administrative procedures
= Requirements and important notices

2. Configuration of System Galaxy:

= How to configure System Galaxy Schedule, Access Group and the Access Profile
needed to integrate with PassagePoint Global

3. Configuration of System Galaxy:
= How to configure PassagePoint to connect the System Galaxy ODBC data source and
setting it as the default Access Control System

= How to configure PassagePoint to use the correct Access Profile name in the visitor
registration screen

= How to edit the Sign-in and Sign out scripts to work as desired.

4. PassagePoint User Interface:

* How to add a card/cardholder to System Galaxy by signing-in a visitor in the
PassagePoint Rapid Registration screen

= User instructions for disabling or deleting a visitor card/cardholder from System
Galaxy by signing-out visitors via PassagePoint Today tab.

5. Appendices: Provides a Glossary of Terms used in this document.

IMPORTANT: This document may not supersede requirements and recommendations of STOPware
and other integrated peripheral applications, devices, and technologies. You must refer to the
product manufacturer’s documentation for installation and system requirements, setup & use of
third-party products and peripheral devices.

1.1 OVERVIEW OF SYSTEM INTEGRATION:

PassagePoint uses a Linked SQL Server ODBC Connection in order to activate and expire (dactivate) access cards
in the System Galaxy (SG) Stored Procedures. PassagePoint calls two stored procedures in SG (i.e.
Stopware_InsertCardholder and Stopware_DisableCardholder) to manage access to visitors.

= Stopware_InsertCardholder procedure inserts (adds) or updates (reactivates) a cardholder in SG.

= Stopware_DisableCardholder procedure revokes a card and frees it for reuse in PassagePoint /SG.
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BASIC VISITOR SIGN-IN PROCESS (Stopware_lInsertCardholder)

1. PassagePoint operator signs-in a visitor; assigning a card, access
profile and active/expire dates, etc.

2. Visitor is added to the SG database and given privileges via the Access
Profile.

3. Galaxy panel is updated & visitor’s access card grants access to door.

BASIC VISITOR SIGN-OUT PROCESS (Stopware_DisableCardholder)
1. PassagePoint operator signs-out a visitor.
2. Visitor’s card /access privileges are removed from the SG database

3. Galaxy panel is updated and visitor’s access card denies access to the

specified doors.
= NOTE: This frees up the card ID to be reused.



1.2 OVERVIEW OF VISITOR MANAGEMENT PROCEDURES:

1.2.1 ADMINISTRATIVE REQUIREMENTS FOR PASSAGEPOINT

Administratively, the following PassagePoint parameters must be configured in PassagePoint:

the Directory Link must be configured to pull Host/sponsor names from System Galaxy

the access profile name must be configured in System Galaxy and added to PassagePoint (case-
sensitive; name must exactly match the name used in System Galaxy); SG supports multiple access
profile names; simply add each access profile name into PassagePoint system configuration.

SG database connection parameters (i.e. ODBC, login and password) must be set up in PassagePoint
the Sign-in script must be edited (Access Profile string and if using Prox, the Facility Code value)
the Sign-out script must be edited (DeleteCardData must be set to “1”)

the PassagePoint ID is auto-generated in PassagePoint and stored in DATA 20 in SG; you can identify
and query (list and activity) of cardholders by filtering on Data_20.

1.2.2 PROCEDURE FOR ADDING A NEW VISITOR CARD

When a visitor is added/signed-in, PassagePoint pushes certain data to System Galaxy. A new corresponding
cardholder record is created in System Galaxy with the following data:

the PassagePoint ID / unique identifier for the visitor (stored in Data_20 by default)

visitor first name and last name,

card ID (and facility code if Wiegand) — card ID must be unused in SG or it will not be recorded
access profile name (and the loop and schedule related to that profile)

card active date and expire date {see System Notes about Card Activation and Expiry}

SYSTEM GALAXY NOTE: if a visitor fails to sign-out, the access card will expire in the panel(s) at midnight of
the expire date. An expired card number cannot be reused in PassagePoint until the PassagePoint operator

signs out the current visitor.

1.2.3 PROCEDURE FOR REVOKING A VISITOR CARD

When a visitor is signed-out, PassagePoint passed the DeleteCardData integer to System Galaxy along with the
PassagePoint identifier. The corresponding cardholder record is deactivated in System Galaxy and the following
happens:

the cardholder Inactive flag is checked in the Personal tab (cardholder is disabled)
the visitor name and the PassagePoint ID (data_20) are preserved (not cleared)
the access profile name is cleared in SG cardholder screen .

the card code (and FAC if Wiegand) is removed from the Card table

GCS Dataloader updates the control panels to delete the card
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1.3 INTEGRATION REQUIREMENTS:

1)
2)
3)
4)
5)

6)

SG 9.0.4 (or later) can support PassagePoint but may require a SQL script update to the Galaxy database.
System Galaxy 10.2 (or later) supports PassagePoint without running the SQL script.

Refer to PassagePoint documentation for operating system requirements of the PassagePoint software.
PassagePoint Global 10 requires Internet access to register.

Dedicated USB Ports are required for each peripheral device (i.e. camera, scanner, printer, etc.).

a) All drivers for peripheral devices must be installed. NOTE: the scanner device may require you to go directly into the
PC Device Manager to complete installation.

In System Galaxy:

7)

a) The PassagePoint unique ID for a visitor is pushed to SG and stored in the cardholder Data_20 field. Therefore,
Data_20 should be reserved for only storing the PassagePoint ID:

= Data_20 should not be simultaneously used for non PassagePoint originated records

= Do not make Data_20 behave as a droplist - field behavior should be set to normal default format

= Do not make Data_20 a mandatory field.

= |f for any reason an existing customer has already used Data_20 for other data before integrating with
PassagePoint, then the system administrator can define a different (unused) data field. This requires changes
in the PassagePoint scripts and the SG stored procedure. Contact Technical Support.

b) You must setup Loop, schedules & access groups that you will use for the visitor Access Profile

c) You must create an Access Profile and assign the desired schedule and loop privileges

d) The SysGal Database must be running and online/able to receive connections

e) GCS Dataloader Service must be running to ensure panels promptly update when a visitor logs out.

f) Galaxy access control panels (controllers) must be online/connected to receive updates.

In PassagePoint:

a) System_Global_6191 is the name of the install file we use.

b) PassagePoint issues individual license keys for each peripheral device and the directory linking feature, these must be
registered at the initial client startup.

c) IF you use Directory Link to provide host/sponsor names from System Galaxy cardholders, then you must configure
Directory Linking after you have configured the database connection parameters.

d) You must add the access profile name (case-sensitive) exactly as it is spelled in System Galaxy

SG Access Profile Name PassagePoint Access Profile Type-case
Visitor Visitor Match = valid
— - - - e) You
VISITOR Visitor Mismatch/invalid must

configure the database connection parameters :
= Choose ‘Galaxy’ as the Access Control System
= Supply the correct ODBC Name and database Login (user name and password)

f) You must modify the PassagePoint sign-in and sign-out script parameters:

SCRIPT SQL PARAMETER / STRING (obey syntax carefully)
AddBarcode Sign-In | AccessProfileName -> $visit.currentTransaction.accessCardGrant.grant.clearance
AddProx Sign-In AccessProfileName -> $visit.currentTransaction.accessCardGrant.grant.clearance

FacilityCode2 -> @int:nn
NOTE: where the value nn is shown above, you must supply the actual facility code
that the customer will use.

Sign-Out DeleteCardData -> @int:1 (must set to ‘1’ to delete card/free it up for reuse)
DeleteEntireRecord - > @int:1 (optionally set to ‘0’ to disable instead of delete)
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1.4 IMPORTANT SYSTEM NOTICES:

IMPORTANT (1) : It is the responsibility of the system owners, administrators and operators of both PassagePoint and
System Galaxy to establish and conduct proper procedures for issuing/managing visitor credentials (including activating,
expiring, deactivating / deleting visitor cards and cardholder records) to ensure the security and protection of people,
assets, and property.

System Galaxy Administrators are advised to establish a security plan/policy/procedure to (a) govern the handling of
single & multiple visitor credentials and (b) identify and deactivate left-over visitor credentials that were not properly
signed-out or deactivated because of human, mechanical or system failure.

IMPORTANT (2) System Galaxy GCS Dataloader service must be running and able to connect to panels in order
to ensure the prompt update of card activations/expirations and card deactivations in the Galaxy panels.

IMPORTANT (3) PassagePoint must be properly configured for ODBC SQL Connection to the Galaxy data source
(database) and the Galaxy database must be online/able to receive connections. Also the PassagePoint Sign-in
and Sign-out scripts must be properly set up. See Requirements Section for full details.

IMPORTANT (4) The card access to doors and dates/times is ultimately controlled by the programming of access
profiles in System Galaxy. The PassagePoint operator must assign the correct Access Profile to the vistor when
assigning the card. See Requirements Section for full details.

» Card Activation (in Galaxy) means that a card becomes VALID for use at doors/readers in System Galaxy based on the
activation date from PassagePoint. This is sent to Galaxy when a visitor signs-in to PassagePoint (2) (3) (4).

o In System Galaxy 9.0.4, the card activation date comes from PassagePoint. The Galaxy start time is immediate if the
active date = (today’s date). If the active date = a future date, the active time is at midnight of active date.

o System Galaxy 10.0 (or later) supports date & time activation from PassagePoint.

» Card Expiration (in Galaxy) means that the card becomes INVALID for use at doors/readers in System Galaxy based on
the expiration date from PassagePoint. This is sent to Galaxy when a visitor signs-in to PassagePoint (2) (3).

o In System Galaxy 9.0.4, the card expire date comes from PassagePoint. The Galaxy (expire time) is at midnight of
the expire date.

o System Galaxy 10.0 (or later) supports date & time expiration from PassagePoint.

» Cardholder Deactivation means that the Cardholder Record in Galaxy becomes ‘INACTIVE’ at the point the visitor signs
out of PassagePoint regardless of the expiration date/time or access profile programming. When a visitor signs out,
the card is removed from the panel and is no longer valid (2) (3).

» Cardholder Deletion means that the Cardholder Record in Galaxy becomes deleted at the point the visitor signs out of
PassagePoint regardless of the expiration date/time or access profile programming. When a visitor signs out, the card
is removed from the panel and is no longer valid (2) (3).

» Ultimate Control of Access: System Galaxy maintains ultimate control over access. Galaxy can change / supersede
the original access privileges by system automation or manual operator override. There is no system notification back
to the PassagePoint database/system if System Galaxy overrides a visitor’s access credentials.

{CONTINUED ON NEXT PAGE}
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b IDENTIFYING VISITOR RECORDS IN SYSTEM GALAXY: System Galaxy stores a unique identifier in the

Miscellaneous Data 20 field (default) of the cardholder record. This unique identifier is known as the
PassagePoint ID (PPID) and is sent to Galaxy when the visitor signs in to PassagePoint. The PPID may not be
visible in PassagePoint’s Client Software. System Galaxy retains the PPID for the life of the Cardholder
record that was created when the visitor was added to Galaxy. It is possible to filter and search records by
the Data_20 field in Galaxy.

» ‘Data 20’ Reserved for Storing PassagePoint ID (PPID): The Data_20 field is found in the Cardholder

Miscellaneous Data tab. This is the default storage location for the PPID.

O

DO NOT make the Data_20 field work as a droplist or a mandatory field (SG Workstation Options (System
Settings).

If for any reason a Galaxy customer is already using Data_20 and cannot undo the use of this field, it is
possible to configure the interface to use a different field. Contact Technical Support for assistance.

» Multiple Cardholder entries in Galaxy for same visitor:

= System Galaxy creates a new, corresponding cardholder record if the PPID does not already exist in the SG

database.

= The PPID is auto-generated by PassagePoint, although it cannot be seen in PassagePoint operator screens. It is

sent to Galaxy when sign-in occurs and stored in DATA_20.

= Each instance of a PassagePoint visitor credential must be signed-out individually, which affects only the

corresponding cardholder record in System Galaxy.

» Directory Linking: Directory Linking is an administrative feature within PassagePoint.

O

The PassagePoint Host List is dynamically populated with matching names as the operator types into the
host’s last name field.

The list of names is not exclusive to Galaxy cardholders. Any matching last names that were hand-typed within
PassagePoint as hosts for other visitors can also appear in the list.

The Host List contains a MORE INFO button that allows the PassagePoint operator to see more data on the list
of matching names. The operator can differentiate the host from Galaxy by the data in that screen.

The Directory Linking feature requires a registration key from PassagePoint. (contact STOPware Support for
assistance).

Directory Linking must be properly configured for ODBC SQL Connection using the correct datasource and
database login parameters to the SysGal database. See instructions in this manual for details.
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2 Installation & Configuration of System Galaxy

This section covers the basic things to be aware of when installing PassagePoint. Also included are the basic
configuration instructions that pertain solely to integrating with System Galaxy.

For information on installing or configuring features in PassagePoint that are outside the scope of this manual,
please see the PassagePoint guides.

2.1 INSTALLING SYSTEM GALAXY:

This integration depends on the following

= alinked ODBC SQL Server Connection between the PassagePoint and Galaxy databases. That is set up from
the PassagePoint side (see the section in this guide on Adding a Linked SQL Connection to the System
Galaxy database).

= PassagePoint also requires some special script configuration to support 26bit Wiegand or ABA card code
programming. See the following sections of this guide about Editing the Sign-In and Sign-out Scripts.

= aSQLl stored procedure in the Galaxy database (SysGal) that insert, update, or delete cardholder records
when a visitor is signed in or out of PassagePoint.

o System Galaxy 10 already includes the STOPware stored procedure in the SysGal database.

o System Galaxy 9.0.4 requires a SQL script to be run against the SysGal database to insert the
STOPware stored procedure. Contact Galaxy Tech Support to install the stored procedure.

THE FOLLOWING NOTES APPLY:
= There are no System Galaxy registration requirements in to integrate with PassagePoint.

= Also there are no special workstation options (system settings) to configure in Galaxy.

= System Galaxy database and communication server can reside on the same as the PassagePoint database; or
separate servers can be used.

=  You must ensure connectivity between the servers to support Linked SQL Server Connection as well as
connectivity between System Galaxy services and Galaxy access control panels.

= Perform the System Galaxy installation & registration according to the customer purchase agreement.
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2.2 SETTING UP AN ACCESS PROFILE IN GALAXY:

You can set up an Access Profile with the following quick steps:
= Create the schedule(s) you need for the doors that visitors will access
= Create the access group(s) that will govern visitor access < link the doors with the schedules >
= Crete the visitor access profile(s) <link the access groups to the profile >

2.2.1 CREATING A CUSTOM SCHEDULE:

You will want to control when a visitor can access doors in your facility. This is done by creating a schedule. A
schedule is applied to one or more doors on a loop in the Access Group screen.
» From the Galaxy menu, choose Configure > Schedules > Time Schedules

1. VISITOR SCHEDULE — you should make a specific SCHEDULE to support visitor access.
= Active (green) Time Segments a visitor card will have access.
= Inactive (red) Time Segments will not have access.

NOTE: Holidays should be configured and applied with care.

NOTE: if a visitor needs access to more than one loop, you need to create a schedule for each loop.

In the schedule below, the Visitor Tour schedule applies to the Visitor Center loop from 10am to 2pm.

2o o= = . »m oo I

Alarm Events r &00 r Eiometric Lab T Reader Ports r Loops r Access Groups/y Schedules x]

Loop: Mizitor Center v Add Mew Reports

1 Edit

Elele
Visitor Taour =

Schedule Mame:

2 4 SAGMT = 8 10N 1 2 % 4 5P6MT 2 8 10
Sunday

2 4 SAEMT = 9 1011 1 2 5 4 5PEMT & 8 10
Monday

2 2 4 SAEMT S 9 1011 1 2 2 4 SPEMT 2 9 10
Tuesday

Z 4 SAEMT = 9 1011 1 2 %5 94 S5PeEMT = 9 10
I

2 8 4 SAEMT B 9 1011 1 2 5 4 S5PEMT & 8 10
Thurzday

. 2 4 SAGMT = 9 10N 1 2 3 4 5PEMT 2 8 10
Friday

2 4 SAEMT = 9 1017 1 2 2 4 5PEMT & 8 10
Saturday

< Screen shot of Time Schedule screen (SG-10) — see main SG Software Guide for greater details>
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2.2.2 CREATING A CUSTOM ACCESS GROUP:

An Access Group allows you to match which doors use which schedules. You create the Access Group based on the
Loop, and add any combination of doors you need from that loop. Once you choose the doors you will authorize,

you will select the desired schedule. Each door in the loop can have the same schedule or different schedules
applied within the Access Group.

» From the Galaxy menu, choose Configure > Cards > Access Groups

2. ACCESS GROUP — you must create at least one ACCESS GROUP to contain the visitor schedule.
® You will add only the doors in the loop that the visitor is authorized to use.

=  You will select a specific schedule that you want to apply to each door; add the doors one at a time
if you are using different schedules.

NOTE: if a visitor needs access more than one loop, you must create an access group for each loop where
visitors need access; and link the specific schedule to each door.

In the access group shown below, the Visitor Center loop will now have an Access Group named ‘Visitor
Lobby’ that assigns the Visitor Door to the Visitor Tour schedule that was made in step 1.

ce o= = . %5 o o GG

Alarm Events r 600 r Biometric Lab r ReaderF‘or‘cs/y Access Groups x]

Loop:

Mumber; 1

Mame: Wizitor Lobby [W] Reports | ™
T E |
Criziz Mode: Wisitor Lobby M

Activation Date & Time: O (v [ 12000084 2

[]&ceess Group Dizabled

LNE

Ewpiration Date & Time: O hd 11:5%:53 PM

Aceess Privileges | Elevator Floors | Notes

|Unauthorized for Readers Autharized for Readers Tirne Schedule
0 Conf. Room [aba) Brd: 1, Sect: 20 2 Wizitor Door [prox] Brd: 1, Sect 10 Yisitor Tour
[ | Select Time Schedule

Select the time schedule when the access group can
uze the readerz);

Wisitor Door [prox] Brd: 1, Sect; 1-0
[ <o Yigitar T our hd

[ BCWETS ™ ]
Pfigibar T our {

[ ey

I (]9 l l Cancel l

< Screen shot of Time Schedule screen (SG-10) — see main SG Software Guide for greater details>
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2.2.3 CREATING THE ACCESS PROFILE NAME:

In order to interface with PassagePoint, you must create an Access Profile that contains the Loops and acceSs
Groups you desire to assign your visitors.

You must create at least one ACCESS PROFILE to contain the visitor access group(s).

» From the Galaxy menu, choose Configure > Cards > Access Profiles

1. ACCESS PROFILE —
a) create a descriptive profile name that identifies the purpose of the visit (e.g. ‘Visitor Access’, ‘Tour
Group’, ‘Building Inspector’, ‘etc.)
b) add the Loop(s) that contain the doors you want this profile to have access to
c) for each loop, select the Access Group you want to use for the visitor profile

NOTE: you can select up to 4 access groups per loop.

NOTE: when you add the access profile name to PassagePoint it must match exact spelling and
capitalization used in System Galaxy — the name is case sensitive.

In the access profile below, the profile is named Visitor Pass (which will be added to PassagePoint). This
profile provides scheduled access to the Visitor’s Lab (on the Bio Lab loop) and to the Visitor Center (loop)
lobby door and conference room. Additional profiles could be make that only provide access to a
different combination of loops and doors (e.g. the Visitor Center lobby only, or just the lobby and
conference room doors). Each profile name must be added to PassagePoint.

P EEEA D LG O= = ;%54 e o NI

Hardware Tree o x Alarm Events r 800 r Eiometric Lab r Reader Ports r ACCESS Groups/y Access Profiles x]
= E? Visitor Center
+ G]E Controllers Mumber: 0 Apply Reports | ™ |
= Ji“ Doors /Readers .
! . Wisitor Pass -
Conf. Room (sbff| Name: _|
Visitor Door (prcfl| Custamer: d
+ Eg Biometric Lab
Add/Delete Loops
Loop Access Group 1 Access Group 2 Access Group 3 Access Group 4
Biometric Lab Yisit Lab =MOACCESS .. *MNOACCESS.. *MNOACCESS ..
Wisitar Center Wisitor Lobby Conference Room  ** MO ACCESS ... = MO ACCESS ..
(<] (2]

Access Groups:

Wisiter Lobiby lv| [~NOaccEss GROUP - [v]

Comferance Raom v| [=N0accESs GROUP = [v]
= N0 ACCESS GROUP =
= INLIMITED ACCESS =
Conference Hoom

“Wigitor Lobby

< Screen shot of Time Schedule screen (SG-10) — see main SG Sofiware Guide for greater details>
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3 Installation & Configuration of PassagePoint™

3.1 PASSAGEPOINT INSTALLATION NOTES:

1. Install each of the peripheral devices (camera, scanner, printer, etc.) according to manufacturer’s
instructions.

2. Install PassagePoint from the STOPware CD:

a. run the install file or setup_nnnn file as appropriate

o

Bypass the Windows 7 message that complains about compatible versions
c. Choose the appropriate installation type, such as standalone or network

d. Use the default install path at the root to avoid Win-7 UAC conflicts.

NOTICE: Refer to STOPware documentation for system, OS and installation requirements and specific installation
instructions. This manual covers only outline of install steps known to affect SG integration.

Page 15 of 47



System Galaxy Integration Guide for PassagePoint Global v10

3.2 LOGIN AND REGISTER PASSAGEPOINT:

1.

Double-click the PassagePoint desktop ICON to start the software and log in.

1o User Login

PassagePoint

Legin Mame | admin

] Paszword

POWERED BY 5TOPware

[ Login ] [ Cancel

The Add License Wizard opens; this is where you will add each license key one at a time.

Click [Get License] button each time after typing each key in Product Key field (internet access required).

NOTE: if you cannot connect the client to the internet to perform the Online License registration, you can go
online from another PC and download needed files. In this case you would use the bottom part of the screen
to load the license keys manually.

Repeat step 3 for each license key. The Status bar will show that the licenses loaded successfully.

Click [OK] when you are finished.

| £, Add License

Onine License Entry —=

If you have internet access, the fastest way to add licenses to PassagePoint is
by entering the Product Key below. The license file will be downloaded
automatically. Note: The information about your arganization must be entered
before you can use this option.

Product Key |syoMsB24

m

Manual License Entry

If you are unable to use the on-ine option above, you can manually download
our license and then load it using the button below. Note: You will need to enter
the Machine ID shown below when you download your license files. To begin,
pen a web browser and go to https: ffvisitorbadging. com/register and follow the
nstructions to download each license file. Use the "Load License...” button below
to load it into PassagePoint.

Machine ID | 3537513455 |

]

(T | »
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6. the License Wizard will show each license you obtained

7. click [Finish] to exit
| PassagePoint Product License Wiz

Product Edition global
Product Version 7.10,1105.6191

License Type License Qty
Web Pre-Registration License - { product key } 4
Access Control Integration License - { product key b 4
Trial License (Global) - { product key } 4

Directory Link License - { product key } 4

Add License ]| Remove |[ Edit Contact Info

Your screen may vary depending on which licenses you purchased.

8. the PassagePoint software will start-up with proper login

[ = User Login L= s I

PassagePoint

7.10.1105.6191

Loading Client...

POWERED BY 5TOPware
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3.3 PassagePoint CLIENT STATION PREFERENCES:

This section describes installing your peripheral devices, such as printer, camera, license scanner, etc..
1. choose HOME tab > Map button on the toolbar

2. click the Station Preferences at the bottom of the screen

Home | Visit Center | Directory Center | Security Center | Tracking Center | Report Center
—

I
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3.3.1 ADDING YOUR PERIPHERAL DEVICES

Devices such as cameras, printers and scanners must be added to the workstation.

1. click [ADD] to open the device wizard

< example screen — your customer may have a different set of devices >

F PassagePoint Global v

Home | Visit Center | Directory Center | Security Center | Tracking Center | Repart Center |

2 & [ &F | e X
Map Configure System | Station F Change F Exit Evacuation Report

Station Name |dien1513ﬁon |

Station Location | Conference Room

Comment [/ Address

Installed Devices

Camera

SCANMER.

DYMO LabelWriter 400 Turbo

Edit Remove

[ = e g————— —_______________________________— |
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1. select (highlight) the desired device (such as camera)

2. click [Next] to advance to the next screen

Map

Installed Devices

Configure System

Station Name | gientStation

Station Location | conference Room

Home | Visit Center | Directory Center | Security Center | Tracking Center

fa ~

Report Center

k]
Station Preferences| Change Password

=

Ewvacuation Report

Comment |/ Address |

E Configure Device

S

Configure Device

Signature Capture Pads

Business Card & ID Scanners
Magnetic-Stripe Readers
Biometric Fingerprint Scanner
Barcode Scanners

Badge Printers

Cancel Setup
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3. type a name for your device (e.g. Camera)

4. click [Finish] when you are done

il |
E Configure Device I,&J
Device Configuration
Camera Name Camera
Source Video DataSource -
| |
Back Finish Cancel Setup
L )
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3.3.3 ADDING A SCANNER

The scanner must be connected and calibrated.
1. select the Business Card & Id Scanners option

2. click [Next] to advance to the next screen

1

rE Configure Device [iz-,r

Configure Device

Signature Capture Pads

Business Card & ID Scanners
Magnetic-Stripe Readers
Biometric Fingerprint Scanner
Barcode Scanners

Badge Printers

Back Mext Cancel Setup
3. type a name for the scanner such as SCANNER
4. click [Calibrate] to begin calibration process
E Configure Device =

Device Configuration

Scanner Name SCANMER

Auto Detect Region  United States - L
Default Country | United States -
Default State | Auto-detected -

Driver Version 9.39

Calibrate

Back Finish Cancel Setup
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5. open the lid of the scanner when prompted

6. click OK to continue with the calibration process

T B

=

OK | | Cancel

':0:' Open the lid on the ScanShell 1000 prior to calibration. Calibration on this device takes about 1 to 2 minutes. Calibration is complete when the scanner beeps.

7. you must wait while the scanner is calibrated

8. click [Finish] when you are done

E Configure Device

Device Configuration

Scanner Mame SCAMMER

Auto Detect Region |United States
Default Country  United States

Default State Auto-detected

Driver Version 9.39
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3.3.4 ADDING A PRINTER

1. select the Badge Printers option

2. click [Next] to advance to the next screen

E Configure Device

S

Configure Device

Business Card & ID Scanners
Magnetic-Stripe Readers
Biometric Fingerprint Scanner
Barcode Scanners

Badge Printers

Signature Capture Pads

Cancel Setup

3. choose the printer name
4. set properties as needed (i.e. Landscape if desired)

5. click OK to save and exit

Printer

Name:  |DYMO LabelWriter 400 Turbo | | Propeties... |
Status: Ready

Type: DYMO LabelWrter 400 Turbo

Where:  LUSBO

Comment:

Paper Crientation

Sze:  [30252 Address -|

Source: [.Pu_rtomaticalhr Select

[
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3.4 PassagePoint SYSTEM CONFIGURATION

In order to interface with System Galaxy, the PassagePoint software requires initial configuration. You should have
already installed System Galaxy Database server and configured the SG schedules and access groups, and assigned
them to an access profile in the System Galaxy software (see Chapter 2 of this guide).

3.4.1

ADDING DIRECTORY LINKING (STOPware License Required)

Directory Linking is a STOPware licensed feature that allows PassagePoint to dynamically pull ‘Host’ names from the
Galaxy (SysGal) database using an ODBC SQL Connection. This allows the PassagePoint Operator to assign a
host/chaperone to a visitor. PassagePoint auto-populates the host name droplist list as the operator types the last
name of the host.

The instructions below show how to set up the Directory Link after registering the license.

1.

©PNDU S WN

choose HOME tab > Configure System button

expand External Systems branch and choose Directory Link from the Menu (left side panel)

click [ADD] button (in the middle of the screen) to open the Settings Detail screen

enter a descriptive Directory Link Name (such as Galaxy Directory List)

set People Category to “employee”

set Connection Type to ODBC

type the data source name used by System Galaxy (SysGal is default — must match, case sensitive)
type the ‘gcs_client” login and its password in the appropriate fields

supply the database name (i.e. SysGal) and exact table name (CARDHOLDERS) — case sensitive

10 click [Get Source Fields] button to query the Galaxy Cardholder fields.
11. enable(CHECK) the fields to be linked; (the EMPLOYEE_ID, FIRST_NAME, LAST_NAME must be checked)
12. click [SAVE] button (at the bottom of the Settings Detail screen) to save the ODBC connection.

Horne | Yisit Center ]Directory Center [Security Center ]Tracking Center ]Report Center]
= ol [ -
el N = I Setting Details
Magp Configure System|  Station Preferences  Chan
-
Configuration Menu Directory Link Name | Galaxy Directory List|
Configured Dir
i+ # Enterprise Control Center Default People Category |Employves v

=i Badge Designer Mame
H - ® Badge Designs Galaxy Directo Directory Connection Type | Open Database Connectivity {ODEC) w
i - # Stock Sizes

—_} Communication Settings
. # E-mai Templates
P # E-mail Server Setup
i---_) External Systems

Server or Data Source |sysgs|

Login User | qcs client

- @ Access Control Card Password sesssssnses
- @ Access Control Systems
- # Data Migration Confirm Password  geessssesss
- @ Directory Link Database Name |sysal
- @ External Watch Lists
# Import Mappings Database Table cppoHoLDERS
=4 Policy Manager Schema Name
- # Barcode Scan Policy [ Show Disabls E
- @ Badge Printing Policy [[] use the schema name as prefix E
- @ Screen Policy Default Direct:
- # 3ign-in Kiosk Prafiles Select Direckory Link Fields ko Map Search Filter
- # Product Licenses
. -~
=00 System Lists Direct] Field Mame Selected For M...
- @ Agreements
A~ DEPARTMEMT_M. .. -~
- @ Destinations & Places pDefault Pe EMPLOYEE 1D
- @ People Cateqoties =
. @ ‘Watch Lists Directory Co| FIRST_MAME
- & Workgroup HOME_PHONE F
- Lists HTZ000 ¥
=i User Administration SETE @ LAST_NAME [
o et
# Authentication Rules (et Source Fields
- # User Roles
'—} eb Module Conf Map Source Fields
: PRI S SO S
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3.4.2 ADDING THE ACCESS PROFILE

You must add the access profile name in the Access Control Permissions List.

1.

2.

3.

4,

choose HOME tab > Configure System window

choose System Lists branch and select Lists from the Configure Menu (left side panel)

select Access Control Permissions in the top of the main window

click [ADD] button in the middle of the screen

Home | Visit Center |Direch::r\-I Center | Security Center |Traddng Center | Report Center |

{4 PassagePoint Global s EE.L'

@ X

Map Configure Sy Station F

Change F Exit

Evacuation Report

Configuration Menu

- # Enterprise Control Center
Badge Designer
# Badge Designs
# Stock Sizes
.. Communication Settings
[ E-mail Templates
# E-mail Server Setup
|| External Systems
- 4 Access Control Card
- 4 Access Control Syste
- 4 Data Migration
- 4 Directory Link
- 4 External Watch Lists
- 4 Import Mappings
- | Policy Manager
- # Barcode Scan Policy
- 4 Badge Printing Palicy
- 4 Screen Policy
- 4 Sign-n Kiosk Profiles
Product Licenses
. System Lists
- 4 Agreements
- 4 Destinations & Places
- # People Categories
- 4% Watch Lists
- 4 Workgroup
|| User Administration
- # User Accounts
- 4 Authentication Rules
- # User Roles
|| Web Module
‘- # Web Module Interfaces
‘@ System Administration

Configured Lists

L W ccess Control Permissions
. Arrival Instructions

L Arrival

|| Purpose of Visit

[ Purpose of Visit List

|| Security Levels (single list)
[ securityLevels

|| Agreement Types (single list)
[ agreementTypes

|| Threat Levels (single list)
L@ threatlevels

|| Delivery Items

‘.. # Delivered Item Packaging
. Courier Names

Set Default

faul fi 1 list for A Control Permissi

List Type
List Name
List Items

Show

< CONTINUE INSTRUCTIONS ON NEXT PAGE >
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5. inthe List Name field, type any descriptive name you wish to organize your profiles under
(Galaxy Profile shown here; something descriptive is fine)

r|3 Setting Datails — - ——
descriptive name
List TYpe | acrecs Control Permissions L1 Type pt
sk e Galaxy Profiles /
List Tteme
Show [tem Status ID Mumber
: ) Click ADD to add the profile name

6. click [ADD] to add your Access Profile name to this list
7. place your cursor inside the /tem field (shown in the screenshot below)

8. type the Access Profile name exactly as you created it in System Galaxy (this name is case-sensitive)
(the name “Visitor” is shown in the example below; you must match the name you used in Galaxy)

9. click [Save] to create the access profile list

rE Setting Details — - @1
List Type |access Control Permissions
List Name | access Profile
List Items
Show Ttem Status ID Number
I s I B
’ Alphabetize ] Up ’ Down ] ’ Set As Default ] [ Add ] ’ Delete ] 1

NOTE: See the next section for instructions on setting the Galaxy Profile list as the default in the system.

< CONTINUE INSTRUCTIONS ON NEXT PAGE >
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After adding the Access Profile name to the PassagePoint, you will set the Access Profile permissions as the
default. This makes this access profile permissions from SG be used as the default profile when the PassagePoint
operator adds a visitor using the Rapid Registration screen.

10. from the Configure System screen, select the Access Profile Permissions you just added...

P inthe example below, the List is named ‘Galaxy Access Profile’ and the list item is name

11. click [Set Default] button in the middle of the screen.

I PassagePoint Global v10

Home | Visit Center | Directory Center | Security Center | Tracking Center | Report Center

T % ) & “
=] 5 = b X
Map Configure System| Station Preferences  Change Password Exit

=N Hol )

Evacuation Report

Configuration Menu

- Enterprise Control Center
£~ || Badge Designer

# Badge Designs

‘. @ Stock Sizes

=~ | Communication Settings
i # E-mail Templates

‘. @ E-mail Server Setup
= |, External Systems

Access Control Card
Access Control Systems
Data Migration
Directory Link
External Watch Lists
Impart Mappings

=~ |, Policy Manager

- 4 Barcode Scan Policy
- 4 Badge Printing Palicy
- 4 Screen Policy

- 4 5ign-in Kiosk Profiles

ssesse

Configured Lists

, Access Control Permissions
ey [ axy Access Profile

J Arrival Instructions

Lo Arrival

| Purpose of Visit

o Purpose of Visit List

) Security Levels (single list)
Lew securityLevels

, Agreement Types (single list)
Y agreementTypes

| Threat Levels (single list)
‘. threatlevels

) Delivery Items

... # Delivered Item Packaging

Set as Default

Default configured list for Access Control Permissions: Not Set

Add

m

-

----- # Product Licenses

= || System Lists

- 4 Agreements

- 4 Destingtions & Places
- # People Categories
- 4 Watch Lists

- 4 Workgroup

- m

=~ |, User Administration

- 4 User Accounts

- 4 Authentication Rules

PP TR W

List TYP® | pccess Control Permissions
List Name | Gzlaxy Access Profile
List Items

Show Item Status

Visitor Pass

ID Number
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3.4.4 ADDING A LINKED SQL CONNECTION TO THE SYSTEM GALAXY DATABASE

1. choose HOME tab > Configure System window

2. choose External Systems branch and select Access Control Systems from the Configure Menu (left side)
3. type “System Galaxy” in the Configure Name field

4. choose ‘Galaxy’ from the Access Control System droplist

5. inthe ODBC Connect field, type “SysGal” (or the Data Source name the customer used if they did not
use the default name). The name must match your PC's ODBC Data Source name. The Data Source must
be pointed to the correct location of the System Galaxy database.

6. type the Database User Name and supply the correct Password
7. select (highlight) the ‘Default Profile’ option in the Transaction Profile list

8. click [EDIT] button (go to next page to complete the instructions for assigning the Sign-in script)

[ Hame | Wisit Center | Directary Center | Securky Center | Tracking Canter | Report Carver
=1 =l @ X

Map Configure Sy#lem| Staficn Preferences Change Password Exit

Configuration Meru

& Enterprise Control Center
=-{_Ji Badge Designer
# Badge Desgre
# Stodk Sizes Configuration Name 5 ter Galay]
=~ Comfunication Settings
@& E-mal Templabes Access Control System Galaxy
& E-mal Server Sebup
=17 External Systeams

@ Access Control Card "
L W access Control Systems LRSS KR SYE i

i Provide SysGal database
& Daba Migration -
® Directory Link L s | SaGd) %'_ﬂ login parameters
# Externa Watch Lists

Setting Details

A Type descriptive name

| Select “Galaxy”
(predefined in STOPware)

Login User
# Import Mappings Dﬁ'dmr

= Policy Manager Login Password [ysssssass
& Barcode Scan Polcy ) )
® Badge Printing Policy Confirm Login Password | sssssssss

& Sereen Policy
#® Sigrein Kiosk Profiles
# Product Licenses

=47 System Lists
® Agreements Transaction Profile |- Select “Default Profile®
# Destinations & Flacss il
; . (Galaxy Access Profile name must
@ People Cate
[3 wn:t?m Lists e PenEmi / ke assigned to the default profile,
® Workgroup otherwise you should choose the
& Lists Transaction Profile that is assigned

-1 User Administe akion
# Lser Acoounks
& Authentication Rules
# Lbser Roles
=10 ‘Wab Modubs
& Web Module Intesfaces
& System Administrabon

to the Galaxy Access Profile name)

|_ Click EDIT to assign scripts
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3.4.5 ASSIGNING A SIGN-IN & OUT SCRIPTS TO THE DEFAULT PROFILE

You must assign the Sign-in & Sign-out scripts to the Access Profile.
1. “check” (enable) the ‘Auto Deactivate Card when visit expires’ option
2. select the ‘AddProxCard’ transaction script for the Sign In droplist
3. select the ‘Sign Out’ transaction script for the Sign Out droplist

4. click the [Add/Edit Script] button (see the following section for instructions on editing scripts)

P

rE Setting Details

the Transaction Profile that
| you chose in the prior screen
appears here.

Profile Name 2550t Profie

Options » Check deactivate card

|| Auto Deactivate card when visit expires

[7] Auto Generate Access Card Number (2. one use card)

Number Range From o Teo 0% Choose the sign-in script
.;‘1

)| 59" SignIn AddProxCard
Modify

., Choose the sign-out script

]
/
| =)
s

- Click EDIT SCRIPT

ok} | Conce

\

\

(see the following section for instructions on editing scripts)
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3.4.6 EDITING THE SIGN-IN TRANSACTION SCRIPT

When a visitor signs into PassagePoint, a matching cardholder record is created in System Galaxy. This is done

via the PassagePoint sign-in script. You must assign the script in Section 2.6.5

There are two Sign-In Scripts available:

e the AddProxCard script (see section 2.6.6.1 for instructions on setting up the script)

e the AddBarcode script (see section 2.6.6.2 for instructions on setting up the script)

You only need to edit the script you will use (prox or barcode).

3.4.6.1 EDITING THE AddProxCard SIGN-IN SCRIPT

You must edit the AddProxCard script, if this is the one you will use to sign-in visitors from PassagePoint
registration screen. If you are using AddBarcode, then skip this and go to Section 2.6.1.2.

1. select the ‘AddProxCard’ script for the Sign In transaction

2. click the [Edit] button (turn to next page for instructions on editing scripts)
|

'|3 Setting Details ___

Transacton Type

Deserption
Sign In AddBarcode SaFiAn

Sign Cut Sgn-out //
Sigri n AddPraxCard Sgrin

[ Configured Serpts
A Choose Sign-In AddProxCard

|, Click EDIT to modify script
[asd ] [eam ][] -

Access Control System
Script Description
Transaction Type
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3. change facility code integer to match the FACILITY CODE in your prox cards

FacilityCode2 -> @int:0

{change the ‘0’ to your actual facility code; obey syntax}

4. the AccessProfileName must contain the following parameter exactly

parameter above; be very careful to obey syntax}

-

the visitor.

AccessProfileName ->$visit.currentTransaction.accessCardGrant.clearance

{if the existing line is different than the one shown here, you must carefully change it to match this

If you have an error in your changes, PassagePoint may error out when the operator tries to sign-in

5. NOTE: PassagePoint supplies a unique identifier (PPID) to System Galaxy when the visitor signs in. The
PPID is not visible in PassagePoint, but it is stored in System Galaxy’s Data_20 field when the visitor is
inserted into the SysGal database. Note if Data_20 is already reserved for some other purpose, you can
use a different data field in this script. However, you must contact technical support for this because it

also requires a programming change to the Galaxy SQL procedure.

6. click [Save] to save your changes

-
E Setting Details

==

Access Control System Galaxy
Script Description  Sign In AddProxCard

Transaction Type .Sign-in =

DATA_19 -> @str:null
DATA_20 -> Svisit. currentTransaction. accessCardGrant. referenceium
DEPARTMENT _MAME -> @str:null
MODIFIED _FLAG -=> @str:0
TRACE_EMABLED -> @str:0
CARD_DISABLED -» @str:0

return Employes_Id

sql call InsertProxCard
yee Id

AccessProfileName ->$visit. currentTransaction.access CardGrant.clearance
FacilityCode2 -=> @int:0
IdCeded -> Swisit. currentTransacton. accessCardGrant. cardNum
Description2 == @str:null
Cardldl <- @int: 123
ActiveDate -> Svisit,currentTransaction. accessCardGrant. grantTimeSpan. startTime
ExpireDate -> Svisit,currentTransaction.accessCardGrant. grantTimeSpan. endTime
MaxSwipes -> @int:0
CardDisabled -> @int:0

return CardId1 -

[_save | [ concel )1

L

LISCROLL DOWN to the
sgl call InsertProxCard

> replace ‘0" integer
with the facility code
that's actually in the
prox cards your visitors
will recieve.

= set the string for the
AccessProfileName
as shown in this book
ifitis not already set.

| Click SAVE
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3.4.6.2 EDITING THE AddBarcode SIGN-IN SCRIPT

You must edit the AddBarcode script, only if this is the one you will use to sign-in visitors from PassagePoint
registration screen. If you are using the AddProxCard, then skip this and go back to Section 2.6.1.1.

1. select the ‘AddBarcode’ script for the Sign In transaction

2. click the [Edit] button (turn to next page for instructions on editing scripts)

[ I setting Details __ = ot |
Configured Scripts
A Choose Sign-In AddBarcode

1 | o

De=saription Transaction Type

Sgn [In AddBarcode a1 "f

Sign Out Sgrout

Sign In AddProxCard Sign-in

| Click EDIT to modify script

| add || Edn | - i

Accexs Control System
Seript Desoraphion

Transachion Type Son
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3. You must edit transaction parameters of the AccessProfileName

= AccessProfileName -> $visit.currentTransaction.accessCardGrant.clearance
= {replace the existing line with the string shown in this example; be very careful to obey syntax}
= |f you have an error in your changes, PassagePoint will error out when trying to add the visitor.

= You might wish to make a backup copy of the contents of this file before you make changes.

4. NOTE: PassagePoint supplies a unique identifier (PPID) to System Galaxy when the visitor signs in. The PPID
is not visible in PassagePoint, but it is stored in the System Galaxy’s Data_20 field.

5. click [Save] to save your changes

i B
I Setting Details -

Access Control System Galaxy

Script Description |Sign In AddProxCard
Transaction Type Sign-in -

DATA_IS -> @stronul

DATA_15 -» @Estr:null

DATA_16 -> @strnull

DATA_17 -3 @Estrenull

DATA_18 -> @str:null

DATA_19 -> @strznul

DATA_20 -» Svisit.currentTransaction. accessCardGrant, referenceMum

DEPARTMENT _MAME -> @str:null

MODIFIED _FLAG -> @str:0

M | TRACE_ENABLED -> @str:0

CARD_DISABLED -= @str:0

return Employee_Id _/SCROLL DOWN to the
/ sgl call InsertProxCard

sgl call InsertProxCard

L= set the string for the

- yee Id L
AccessProfileMame - =Svisit, currentTransaction. accessCardGrant, dearance Amiﬁﬁprqm;”abme "
FaclityCode2 -> @int:96 afﬁtﬁ Owtn Iln .:;15 0(:
TdCode? -= Swisit. currentTransacton.accessCardizrant, cardMum ITILis not already sel.

Description2 -> @strinull
Cardld1 <- @int: 123
ActiveDate -> Svisit.currentTransaction. accessCardGrant.grantTimeSpan. startTime
ExpireDate -= Svisit.currentTransaction. accessCardGrant. grantTimeSpan. endTime
MaxSwipes -> @int:0
CardDisabled -> @int:0

return Cardid1 -

b Click SAVE

[ save |[ Cancdl_j7]

L
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3.4.7 EDITING THE SIGN-OUT TRANSACTION SCRIPT

The Sign-Out Script is invoked when a PassagePoint operator signs out a visitor from PassagePoint system.

This script contains the information that tells System Galaxy what to do with the visitor’s cardholder record. As
described in the prior section, when a visitor signs into PassagePoint, a matching cardholder record is created in
the System Galaxy via the PassagePoint sign-in script. Likewise, when the visitor signs out of PassagePoint, then
that corresponding cardholder record is updated* (disabled or deleted).

You must edit Sign-Out script in PassagePoint so that it updates the System Galaxy cardholder record. You have
a choice of either disabling or deleting the cardholder record in System Galaxy. This is a site-wide choice,
meaning whichever option you choose, it works the same way for all visitors (cardholders).

a) Disabling the corresponding cardholder in System Galaxy will disable the cardholder record by
‘checking’ the inactive flag and then deleting the card data which allows it to be reused. In this case,
Cardholder activity reporting will remain intact in System Galaxy (recommended).

b) Deleting the corresponding cardholder in System Galaxy will delete the entire cardholder record
including card data. In this case, the card number is freed up for reuse; and System Galaxy will to push
the Cardholder Activity to the SG Archive database. Cardholder activity reporting only be available from

the archive DB.

1. select the ‘Sign-Out’ script for the Sign Out transaction

2. click the [Edit] button (turn to next page for instructions on editing scripts)

I 5etting Details

|
Configured Soripks

De=scription

Sagn [n AddBarcode:
Sign Ot

S In AdaPraxCand

Acoess Control System

Transaction Type

Tranas:ton Type
Sgn-n /'_,-"'"
Sgn-out

Sgn-n

Agd Edit 1

= Choose the Sign-Out

|, Click EDIT to modify script
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3.4.7.1 Stopware_DisableCardHolder (Default Sign-out Procedure Call)

By default, PassagePoint uses the Stopware_DisableCardHolder SQL procedure call in the Sign Out script
(see the screen shot below). The procedure uses the unique PassagePoint_ID stored in Galaxy’s Data_20
field of the cardholder record to determine which card to disable.

1. Set parameters as follows - making sure the data field name is correct! (Data_20 is used by default):

sql call Stopware_DisableCardHolder
Data_20 -> $visit.currentTransaction.accessCardGrant.referenceNum

2. click [SAVE] to close the script editor
3. click [OK] or [SAVE] on each of the subsequent screens to close out and save all changes

4. this will return you to the main HOME screen of the PassagePoint software

Configured Scripts

Description Transaction Type

Sion Out lSgnout ]

|Sign In AddBarcode Sign-in
!Sign In AddProxCard Sign-n
B setting Details

Access Control System Galaxy
Script Description Sign Out

Transaction Type |Sign-out -

Access
sgl call Stopware_DisableCardHolder

S DATF'._ZD| -» Syisit.currentTransaction. accessCardGrant.referenceMum

RESULT OF THIS SIGN OUT PROCEDURE:
= in SG, the Cardholder record will be made INACTIVE ([Inactive] checkbox is checked Personal tab)
= in SG, the card will be disabled ([card disabled] is checked in the Card/Badge Settings tab)
= the GCS Data Loader will update the Galaxy Access Control panels that the card is disabled
= the card will no longer have access to any doors in the system once the panel is updated

WARNING: this procedure disables but does not delete the access card from Galaxy. The SG operator must
manually delete the card record from SG before it can be reissued through PassagePoint. Any attempt to
reissue a duplicate card to visitor will fail to create a corresponding card record in SG. The new visitor will
not have valid access. Use the “Stopware_SignOut” procedure if you want to automatically remove the
card from Galaxy when a visitor is signed out of PassagePoint (see next section).

(1) If Data_20 is already used for another purpose, you must reserve a different unused data field in Galaxy for
storing the PassagePoint ID. You must edit both the PassagePoint Sign-in and Sign-out scripts to call the correct
data field (there are 50 data fields available in SG) — choose one that is not being used for any other purpose.
Also, the data field cannot be made ‘mandatory’ or made to act as a ‘droplist’ in the Galaxy system.
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3.4.7.2 Stopware_SignOut (DELETE CARD, BUT DISABLE CARDHOLDER)

PassagePoint can also use the Stopware_SignOut procedure to automate deleting the card record, so it can
be easily reissued through PassagePoint registration.

IF you wish to disable the Cardholder and delete the card in System Galaxy, you only need to set the ‘delete
card’ parameter to ‘1- which keeps card history accessible for future reference’.

1. Set parameters as follows - making sure the data field name is correct® (Data_20 is used by default):

sql call Stopware_SignOut
Data_20 -> Svisit.currentTransaction.accessCardGrant.referenceNum
DeleteCardData - > @int:1
DeleteEntireRecord - > @int:0
2. click [SAVE] to close the script editor

3. click [OK] or [SAVE] on each of the subsequent screens to close out and save all changes

4. this will return you to the main HOME screen of the PassagePoint software

-

E Setting Details &

Access Control System Galaxy
Script Description |Sign Out

Transaction Type |Sign-out -
> Set DeleteCardData to 1

|5l call Stopware_SigniOut . o DeleteEntireRecord to 0
(DaTA_20 - $'-.-'isit.l:urrentTrarts-a-chumactess(ardGrant.rel‘erenc‘eﬂﬂ-,// 1 Set

A"

|DeleteCardData = @int:1
CeleteEntireRecord -» @in'r:ﬂj’

RESULT OF THIS SIGN OUT PROCEDURE:
= in SG, the Cardholder record will be made INACTIVE ([Inactive] checkbox is checked Personal tab)
= in SG, the card will be deleted (in the Card/Badge Settings tab)
= the GCS Data Loader will update the Galaxy Access Control panels that the card is deleted.
= the card will no longer have access to any doors in the system once the panel is updated.

(1) If Data_20 is already used for another purpose, you must reserve a different unused data field in
Galaxy for storing the PassagePoint ID. You must edit both the PassagePoint Sign-in and Sign-out scripts
to call the correct data field (there are 50 data fields available in SG) — choose one that is not being used
for any other purpose. Also, the data field cannot be made ‘mandatory’ or made to act as a ‘droplist’ in
the Galaxy system.
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3.4.7.3 DELETE THE ENTIRE CARDHOLDER

PassagePoint can also use the Stopware_SignOut procedure to automate deleting the entire cardholder
record in System Galaxy, so that the corresponding Galaxy cardholder record is automatically cleaned up
and disabled cardholders don’t have to be manually deleted by the SG Operator.

WARNING! Reporting is affected, see paragraph (b) in section 2.6.7. Deleted cards only show up on
card activity reporting if cardholders are disabled rather than deleted. If you want to print and save off
the Card Activity Reports from SG before deleting the entire cardholder, use the sign-out parameters in
the previous section.

IF you wish to automatically delete the entire Cardholder and Card in System Galaxy, you must set the
‘delete’ parameters to ‘1’ — however this deletes card activity history.

1. Set parameters as follows - making sure the data field name is correct® (Data_20 is used by default):

sql call Stopware_SignOut
Data_20 -> $visit.currentTransaction.accessCardGrant.referenceNum
DeleteCardData - > @int:1
DeleteEntireRecord - > @int:1
2. click [SAVE] to close the script editor

3. click [OK] or [SAVE] on each of the subsequent screens to close out and save all changes

4. this will return you to the main HOME screen of the PassagePoint software

E Setting Details &

Access Control System Galaxy
Script Description Sign Out

Transaction Type | Sign-out X Both parameters must be
I ) | setto 1" to delete entire
50l call Stopware_SignOut cardhalder recard

DeleteCardData - @int:1
DeleteEntireRecord - > @int: 1 _[

IDATA_20-= $visit.l:urrentTreu'rsachon.au:ess{ardGrant.reFerencerwJ}/ﬂ

RESULT OF THIS SIGN OUT PROCEDURE:
= in SG, the Cardholder record will deleted from System Galaxy
= in SG, the access card will be deleted from System Galaxy and so will its card activity reporting
= the GCS Data Loader will update the Galaxy Access Control panels that the card is deleted.
= the card will no longer have access to any doors in the system once the panel is updated.

(1) If Data_20 is already used for another purpose, you must reserve a different unused data field in
Galaxy for storing the PassagePoint ID. You must edit both the PassagePoint Sign-in and Sign-out scripts
to call the correct data field (there are 50 data fields available in SG) — choose one that is not being used
for any other purpose. Also, the data field cannot be made ‘mandatory’ or made to act as a ‘droplist’ in
the Galaxy system.
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4 MANAGING VISITORS VIA RAPID REGISTRATION

When a PassagePoint operator signs in a visitor, a card record is automatically added to the System Galaxy
database. The visitor’s card ID is activated and given the default access profile privileges that are configured in
PassagePoint. This maps to the Access Profile in SG and the DataLoader service pushes the card record to the Galaxy
controller.

4.1.1 ADDING A NEW VISITOR FROM RAPID REGISTRATION

1. choose VISIT CENTER tab

2. choose Rapid Registration button

3. select the VISIT ENTRY tab

4. type the visitor’s first and last name

This creates a corresponding cardholder record in SG. If a name already exists in PassagePoint, the Name
field dynamically drops a list that shows all duplicate names. So the operator can choose the existing
name or continue creating a new visitor if desired.

Visit Center tab
H ".mteenur L_‘..p-""' '
’ b 2 : Rapid Registration
Fapid Registration
Visi Entry <] Visit Entry
Wisitor Info S—

Category | Visdor -

F v
e ] First & Last name

Last Masms J

Reprassntng ; )
i ” B
0 Selected for Sign-n B I ¥ o PN
I A Anothar 1 Photo Signature Bometric

{ ADDING NEW VISITOR CONTINUED on NEXT PAGE }
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5. type the unique Access Card Number you want to assign to the visitor

6. The Access Level will already set to the Galaxy Access Profile (Visitor used as example below) if you
made it the default value when you created it in the PassagePoint system configuration. If it has not
been made the default, then you will need to select it from the droplist.

7. The Activation and Expiration Date/Time can be set in PassagePoint as desired. This will be pushed into
the Galaxy card record and be sent to the access control panel. The following rules apply:

1. System Galaxy 9.4 accepts the only date (not time) for Activation and Expiration.

a) If the visitor does not sign out, the card will expire at midnight of the Expire Date.

b) If the visitor sign out, the card will be deleted and become invalid in SG
2. System Galaxy 10 accepts both date and time for card Activation and Expiration.

a) If the visitor does not sign out, the card will expire at the date/time PassagePoint sends.

b) If the visitor signs out, the card will be deleted and become invalid in SG.

onference Room Access Conkral

bl Access Card #
zb 18, 2011 9:07 PM - Access Level| Visitor - |
scort Required - | Activation Feb 18, 2011 5:07 PM -
Expiration Feb 13, 2011 9:07 PN -

Sign In
[ e ]

8. click [Sign In] (this triggers a procedure to check for a duplicate card code in PassagePoint)

9. click [OK] to create the visitor record (this only checks for a duplicate card code within PassagePoint)

Access Card Number ﬁ

T77 access card number not found. Do you wish to add the card?

I oK I | Cancel |

(the above message means that the card number is unused in PassagePoint (i.e. free to use)

IMPORTANT: PassagePoint does not check for duplicate card codes in Galaxy. If the card is already present in
the Galaxy database, the new visitor’s card record will not be added — and access will not be granted at doors
as expected. Make sure the prior visitor’s card record is removed. You can do this by searching for the card
number in Galaxy or attempt to add the card directly into the SG software.
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41.2 HOW VISITORS ARE INSERTED INTO GALAXY

System Galaxy creates (inserts) a new cardholder record for each PassagePoint visitor sign-in provided the

Passage

Point ID (PPID) is unique in the System Galaxy database.

The following fields are populated in System Galaxy by the Stopware_InsertCardholder procedure:

Cardholder First Name and Last Name

Card ID number (and Facility Code is passed via the sign-in script)

the Access Profile Name is populated with the profile name that PassagePoint is set up to use

the Miscellaneous Data_20 field is populated with the PassagePoint ID

Card Active Date is set to today’s date (Card Active is “checked” by SG stored procedure)

Card Expire Date is set to “by Date” (method 1) and the Expire Date is set to date that was chosen by
the PassagePoint operator.

Note: if you have SG-10, the Expiry is set to “by date & time” (method 3) and the date and time is set to
the same value that was chosen by the PassagePoint operator.

| Apply Lancel )
| J | | | | | Miscellaneous Data tab
Fecord ID Personal Card/Badge Settings l Miscellaneous ;-‘-
& _Repors ~ | Colect Cad | Card 1 =] AddNew |  Deere | Add/Delete T/4 Punches |
Cammn([2 Card Data Card Options Loop/Clugter Settings Nates |
| Card Description I Card Dizabled Authorized Loops
Last Name I™ Card Feversed

Card 1 o -
|Mae b | ™ PIN Exernpt Wigitar Center J

Card T echnology [ Duress Enabled | |
First Name |25 Bit Wiegand ﬂ [~ Passback Exempt -
|Sa||_l,l - [ Active D ate Access Profile

Facilty Code D Code __; B242011 - ['isitor Pass ~|
Middle M an I

20 44441
| ’_ Expire Date

I |B 'y Date j Access Profile
Departmenl name is set
j —* B/24/2011 -

Card is created using
FAC & card code
from PassagePoint

Data 13
Active & Expire I
Dates are set
Cardholder record created D
witih Visitor's first & last name |5?

PassagePoint 1D
(PPID) is set

E Alarm Events

E Yigitar Center E Operators - ... ﬁ Cardholders r I

~ Galaxy Cardholder : Card/Badge Settings screen cutaway to show Miscellaneous Data screen ~
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4.1.3 HOW VISITORS ARE REMOVED FROM GALAXY

For systems using the Disable Cardholder Function in the sign-out script:

P When a visitor signs out of PassagePoint, System Galaxy sets their cardholder record to inactive [provided the
PassagePoint sign out script sets a ‘0’ for the DeleteEntireRecord parameter (see section 2.6.7.1) ].

P GCS Dataloader service will detect the change and update the panel that the card is no longer valid.

Note: the PassagePoint ID (PPID) IS NOT REMOVED if a visitor’s record is merely disabled. Also, the card
activity for that person is tied to the Cardholder record and remains in tact/accessible through reporting.

| Appls Cancel )
| J | | | | | Miscellaneous Data tab
Record D Personal  Card/Badge Setfings l Miscellaneous i-i-
28 Fepaortz «

Select Card ﬂ | | |
G2 Card Data Card Options Loop/Cluster Settings Notes |
| Card Description - Authorized Loops
Last Narme ™
|Mae ) | r j

Card Technology r | Wiew Audit |
First Name | J r -
|Sa||_l,l . - .rcc:ess Profile J
iddle Mam j '
| E xpire D ate
I | J Access Profile

Departmen is removed

| [

Card data is deleted
to free up the card for
reuse in PassagePoint

Data 19

Cardholder record retained D
but made INACTIVE |57 I

Dt

I— PassagePoint ID
(PPID) is kept

\ Dafa 22
E Alarm Events E Wigitor Center L; Operators - ... ﬁ Cardhalders r I
' !

~ Galaxy Cardholder : Card/Badge Settings screen cutaway to show Miscellaneous Data screen ~

For systems using the Delete Entire Record Function in the sign-out script:

» When a visitor signs out of PassagePoint, System Galaxy deletes the entire cardholder (and card) record [if
the PassagePoint sign out script sets a ‘1’ for the DeleteEntireRecord parameter (see section 2.6.7.2 ) ].

» GCS Dataloader service will detect the change and update the panel that the card is no longer valid.

Note: at the time of this action, Galaxy will push the cardholder record into the archive database provided the
archive database is set up and accessible.
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41.4 OTHER WARNINGS IN RAPID REGISTRATION

The following message appears if the card number you are attempting to add is already used in PassagePoint.
PassagePoint does not search the Galaxy database for duplicate numbers. However, Galaxy will not allow the card to
be added if it already exists in the Galaxy database.

HAccess Card Number ﬁ

777 access card number currently in use. Do you wish to re-assign the card to this visitor?

[ QK l | Cancel

If the PassagePoint operator chooses OK, then the card number will be usurped from the other visitor and the
following message displays.

Access Card Mumber @

Do you want to sign out current card's holder? [Joe Nesbitt]

[ oK ] | Cancel |

If the PassagePoint operator chooses OK, then the current visitor is signed out of PassagePoint and Galaxy. The
Galaxy database must be online for the SQL Update to be received from PassagePoint. The GCS DatalLoader must be
running and the Galaxy Panel must be online to receive updates to the panel for newly added cards and any updates
to remove cards for those who are signing out.
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The following PassagePoint message may appear if the visitor you are attempting to add is currently signed in
within PassagePoint.

[ Alert [t |

Selected visitor currently assocciated with an open visit. Unable to add to this record

The following PassagePoint message may appear if the card code you are attempting to use is not within the
valid range. (for example a prox card code must be between 0 and 65535).

-,

Mert

@ Sign-in Failed: Access Control System is either unavailable or has been misconfigured. See log For details,
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4.1.5 SIGNING-OUT A VISITOR IN PASSAGEPOINT

There may be several ways or places to sign-out a visitor in PassagePoint. This document covers the sign-out
process from the Today screen. It is assumed that PassagePoint supports the sign-out routine from all possible
screens.

The responsibility for determining whether the sign-out script calls the the delete entire cardholder or only disable
cardholder and delete card commands is determined by the system administrators/owners. See the section on
configuring the scripts in Chapter 2 for details.

1. choose VISIT CENTER tab > Rapid Registration window

2. select the TODAY tab and select the visitor’s name in the list view

3. click the [Sign Out ...] button
When the operator signs-out a visitor, only the corresponding cardholder record in SG will be affected.

IMPORTANT: = |[f the sign-out script is configured to disable the cardholder in SG, then the cardholder
record is not deleted, but is only made inactive by “checking” the inactive checkbox on the
Personal tab. In this method the card code (i.e. card record) will be deleted in order to free
up the code for reuse. Also the loop details and access privileges are removed.

= |f the sign-out script is configured to delete entire cardholder, then System Galaxy deletes
the entire cardholder record from the System Galaxy database. BE AWARE: this means that
the associated card activity will be removed/no longer available in reports.

1 PassagePoint Global vl LEEJ
Home | Visit Center | Directory Center | Security Center | Tracking Center | Report Center
—E= Er=] a:
== = - =
Pre-Registration  Extended Auth Rapid Registration| Checkpoint Visit History Evacuation Report

Pending | Authorized | Active | Teday | Search | VisitEntry 2 | - New...

Location Fitter | Conference Room,Host .. w Fitter
MName Representing Host Visitor Category Group Mame Date/Time In Date/Time Out

Gramlich, Daniel Visitor 2/18/11 1156 AM
TEST, TEST Visitor 2/18/11 12:00 PM
Roberts, Candace Visitor 2/18/11 1:24 PM 2f18/11 2:16 FM
Card, Test Visitor 2/18/11 1:27PM 2/18/11 1:37PM
Test, Card Visitar 2/18/11 1:35PM 2/18/11 LL37PM
Le, Lukas Visitor 2/18/11 1:39 PM 2/18/11 1:40 PM
Boyle, Jeff Visitar 2/18/11 1:54PM
Le, Lukas Visitor 2/18/11 2:05 FM
Nesbittdoe | | Nste | Dj/isosem |

Conkact Information Skatus

Host: Signed in: 21811 5:09 PM

Phone: Signed out:

E-mad. Purpose of Visit:

Area: Destination: Conference Room

[ Sign Out Joe Nesbit ]
i Print Badge
SIE G View Full Record
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5 Appendices

5.1 GLOSSARY OF TERMS:

Term

Meaning or use of the term in this manual

Access Card

An access card is the physical card (e.g. prox card) that is given privileges to doors or
areas that controlled by System Galaxy hardware (access control panels). An access
card can be assigned to a visitor who registers in PassagePoint. Also see Card ID:

Access Control (SG)

(general) control of physical access (access cards/credentials) to a building, or area
through doors, gates, turnstiles, etc.

Access Control System
(PP)

A system (e.g. System Galaxy) that controls physical access to doors, areas or buildings.
‘Galaxy’ is already configured in PassagePoint v10.

Access Profile (SG)

(SG) In System Galaxy, the access profile is an entity that links schedules with door
privileges. The profile can be mapped to PassagePoint in System Configuration.

Access Profile
Permissions (PP)

(PP) In PassagePoint, the access profile permissions is a list-level group; you must add
the Access Profile name exactly as it is spelled in System Galaxy (case-sensitive).

Card ID (card code)

The unique ID Code that is embedded in an access card; and is stored in the card code
field in System Galaxy and PassagePoint.

Cardholder (SG)

In System Galaxy, a cardholder is any person (employee, visitor, etc.) who is added to
the SG database and typically assigned an Access Card ID or identification Badge which
can include access privileges to doors, areas, buildings, etc.

IMPORTANT: Care should be taken when managing cardholder records, because
disabling one record does not affect credentials in a separate record.

Controller (access
control panel) (SG)

In System Galaxy, a controller is the access control panel that determines if a card is
allowed or denied access when it is presented at a reader. The controller stores the
card records and access rules in its memory.

DatalLoader Service (SG)

GCS Dataloader is a System Galaxy service that sweeps the database checking for
changes to cards and loads them to the panel. All Galaxy services that govern data
transmission to the panels should be running and connected appropriately.

Delete Cardholder The PassagePoint integration can be configured to delete the entire cardholder record
when the visitor is signed out of the PassagePoint system.

Disable Cardholder The PassagePoint integration can be configured to disable the cardholder record when
the visitor is signed out of the PassagePoint system. in this case the card data is deleted
from System Galaxy so that the card can be reused, but the cardholder is

Host / Sponsor (PP) In PassagePoint, a host is someone who is assigned to escort or sponsor a visitor on site;

(visitor escort)

host names are pulled from the SysGal database if PassagePoint is registered and
properly configured for Directory Linking.
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Term Meaning or use of the term in this manual

Inactive cardholder (SG) | In System Galaxy, when a cardholder record is set to inactive status, the cards joined to
(deactivated visitor) that cardholder become invalid in the SG hardware, provided the panels are online and
the proper services are running to transmit the deactivation..

IMPORTANT: it is possible to add multiple cards (credentials) to a cardholder record.
Setting a cardholder record to inactive disables all cards associated with that record.

IMPORTANT: it is possible to have separate (multiple) cardholder records in the system
for a person. When one cardholder record is made inactive, only the credentials joined
to that record are disabled. Any credentials in a separate record can remain active.

PassagePoint ID (PPID) | Is a unique identifier of the visitor’s sign-in transaction in PassagePoint (e.g. record ID ).

(unique identifier) This PassagePoint identifier is passed to SG and stored in Data_20.

Rapid Registration (PP) | The Rapid Registration screen provides a quick way to sign-in a visitor.

Sign-in / Sign-out (PP) | The process of adding/activating and deactivating a person or visitor in the
PassagePoint software.

Visitor (PP) (general) A person/record that is added to the PassagePoint system.

(SG) In System Galaxy, a visitor is the same as a cardholder whose credentials can
become Active or Inactive when they are signed-in or signed-out of PassagePoint.
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