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Trademarks

Milestone VMS: Milestone XProtect® VMS is a registered trademark of its owner in the US or abroad.
ONSSI VMS may be a registered trademark of the owner in the US and abroad.

Other product names used in this manual are for identification purposes only and may also be trademarks of their
respective companies, such as Microsoft® Windows, etc.

Graphics and illustrations by Technical Writer. Screenshots used in this guide are for instructional reference only.
Concept and Topology diagrams are original design of illustrator unless otherwise indicated.

Scope
The next generation of Video Plugins use a Middleware Connector Service are introduced in SG
software release.These include Milestone and ONSSI and others. This guide describes installing
the Video API Plugin files, Middleware Connector Service, any other related components, as well as
how to configure System Galaxy to integrate with the Milestone XProtect VMS using the video
plugin solution to accomplish the following ...
¢ connect to the VMS and import cameras
« link cameras to readers and inputs/devices
+ play live video from system-triggered alarms from camera-linked devices
« play live and recorded video inside the Galaxy Video Viewer using on-demand operator
requests from individual cameras or camera-linked devices
« play recorded video from time-stamped system events/alarms from camera-linked
devices

The manufacturer’s documentation must be consulted for the installation, configuration, and
operation of Milestone hardware (VMS unit and cameras). The availability of features, cameras,

video controls etc. are controlled by the 3 Party Plugins and may change without notice.

Contact authorized Tech Support if any questions arise.
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Chapter 1: Overview & Requirements

The System Galaxy (SG) Video API Plugin and Middleware Connector Service (64bit) are introduced in SG 11.2.0 release.

This guide covers Galaxy's integration with VMS solutions that use 64bit Video Plugin & Middleware Connector Service
Middleware Connector Service ONSSI and Milestone XProtect® VMS (64bit) and its cameras.

This guide provides instructions for the following ...

Installing the Video Plugin files, middleware connector service, and other modules such as runtime components
Configuring System Galaxy to connect to the 3rd Party VMS and import camera names

Linking cameras to readers and inputs/devices (e.g. motion sensors)

Configuring System Galaxy system and workstation options to block or trigger video playback

Automatic call-up of live video from system-triggered events/alarms; and manual call-up of live or recorded video from
operator-issued commands at cameras or camera-linked devices (from the hardware tree, graphics screen, alarm/events
screen, and activity reports).

* & 6 o o

Video API Plugin Components
@ Video Plugin Component (install on SG Comm Server and any workstation monitoring video)

4 Video SDK Object Installer (ONSSI specific — install on SG Comm Server)
4 64bit MiddleWare Installer (install on SG Comm Server for the 3rd Party Connector Service)

SUPPORTED FEATURES
SG Video Viewer supports live and recorded video and can be launched from a camera-linked device (reader or input).

1. Video Viewer auto-launches (Live Video) when triggered by incoming alarm events (configuration required).

2. Video Viewer manually launches (Live Video) when the Operator selects the ‘View Video’ command in the shortcut menu
from the Hardware Tree, Device Graphic screen, Alarm Event window, or an Event Report screen.

Importing camera names and positions.

4. Linking cameras to devices (inputs and readers) this allows the operator to pull video from an event and allows the
automatic callup feature to work when incoming alarms occur.

FIGURE 1 - SYSTEM DIAGRAM: System Galaxy integrated with a Video Management System

System Galaxy
Access Control System VIDEO MANAGEMENT SYSTEM
< WEB API INTERFACE >

—l ‘SOFTWARE-LINKED’ CAMERAS

Event Monitoring Client-Workstation PROVIDE INSTANT LIVE VIDEO PARKING LOT (CAM 1)
FROM INCOMING ALARM EVENTS*

*CONFIGURATION REQUIRED e D}—
* DOORS P
 Back Door (1) ~ FRONT DOOR (CAM 2)
GALAXY 635
ACCESS CONTROL PANEL ¢ Front Door (2) «eseesasans
= >, - « Lobby Door(3) ..,
AT "-_.LOBBVAREA(CAM3)
Galaxy Comm. Server + DVR ENABLED i . ~ D
+ AUTO-POP ON ALARM WEB-API VIDEO VIEWER -
LIVE VIDEO for linked cameras TS -
when ‘auto-popup’ alarm triggers*.  Lobby Motion (1)
LIVE & RECORDED VIDEO for * MD Hi-Sec. Area
< GCS SERVICES RUNNING the selected cameras, on-demand. WEB-BASED VMS
GCS CLIENT GATEWAY, « INPUT 3

GCS WEB-API SERVICE, (...)

ETHERNET NETWORK
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Video Plugin Requirements
This is a consolidated list of requirements to use when planning, installing, or troubleshooting. They are not
intended as a substitute for following instructions.

@ Always consult the manufacturer’s requirements and documentation.

@ For a full list of OS, PC, and System requirements for System Galaxy clients, see the System Galaxy Specifications Guide

® To prevent security issues, you should change the default port number set by the manufacturer.

GALAXY PRODUCT-LEVEL AVAILABILITY
SG 11.2.0 (or higher) PROFESSIONAL CORPORATE = ENTERPRISE UNIT COUNT

3" Party DVR (64-Bit VMS Video Plugins) x v v DVR LIMIT MUST BE ENTERED

NETWORK REQUIREMENTS

1. Network Time Synchronization: The Video System should be using the same NTS time-source as System Galaxy.
This requirement ensures the video timestamps will match the timestamps of the corresponding SG events.

2. Network Security: At the SG Server or Client Workstation(s), you must unblock the correct port number for the
Video System. This includes unblocking ports at switches and routers and creating exceptions in Windows
Firewall and your Security/Malware applications.

3. Network Performance: You must also meet requirements and best-practice for speed, bandwidth, peak
demands, and security. See your VMS manufacturer’s documentation.

4. Network Connectivity: You must include “https://” with the IP Address when configuring SG connections.

5. Camera Permissions: You must create a client login for System Galaxy and give it the appropriate user-rights to
view video from all cameras.

GALAXY SYSTEM & WORKSTATION REQUIREMENTS
1. the Brand-X VMS and cameras must already be installed and configured on the network.

2. You must be signed-in to System Galaxy with a master operator login to add or edit a VMS in System Galaxy.
The master operator option (checkbox) is in the SG Operator programming screen.

3. In SG System Registration screen ...
e product level must be Corporate or Enterprise
e 3" Party DVR Support option must be enabled (checked)
e Units field must have the correct number of units (per customer purchase agreement).

4. Video Plugin files: must be manually copied from the Installation USB to the SG Server or Client and installed
on every SG computer that will support video monitoring. You can copy the plugin files into the VideoAPIplugins
folder (path below) after completing Part-3 of the Galaxy InstallSuite.

= C:\\GCS\System Galaxy\VideoAPIPlugins\MilestoneXprotect (the plugin files install from here)
= C:\\GCS\System Galaxy\VideoAPIPlugins\ OnSSIOcularis (the plugin files install from here)

5. For ONSSI —there are prerequisite steps and an SDK Video Object Installer component. Milestone does not
have this requirement or component.

6. Middleware Connector Service must be manually installed on the SG Communication Server where essential
Galaxy services are running. As of SG11.2.0 the essential services must be running, or the installer will fail.
= C:\\GCS\System Galaxy\VideoAPIPlugins\MilestoneXprotect\Installers (install on comm server only)
= C:\\GCS\System Galaxy\VideoAPIPlugins\OnSSIOcularis\Installers (install on comm server only)

Continue on next page ...
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7. The GCS Web API Service and all essential GCS Services must be running on the SG communicationserver.

GCS API Service GCS Dataloader Service
GCS Client Gateway Service GCS Communication Service
GCS DBwriter Service GCS Event Service

8. In SG System Settings screen ...
e General tab: the DVR Enabled option must be “checked” at each client that needs video support.

¢ General tab: the Does Not Support Monitoring option must be “unchecked” at each client if you want to
support automatic or manual callup of video from the Alarm Event screen.

e Alarm Options tab: the Automatically Call-Up Video option must be “checked” at each client if you want
to support automatic callup of video when an alarm event happens at a camera-linked device.

NOTICE: Related system programming must also be completed to support automatic callup of video from armed
alarms. See the section on Configuring Automatic Call-up for details.

9. In SG Client Gateway Settings screen: the GCS Web API Service settings are automatically set according to
installation defaults. This can be edited if you decide to use a different port than the default 8000.

10. In Hardware > DVRs > Video API screen, you must select the Video Plugin for your brand from the list box for
your brand VMS solution.
e You must correctly add the VMS login username and password to the VMS
e You must include the “http://” prefix with the IP Address.
e You must give the VMS Unit a unique name in System Galaxy.
e You must click the [Test Connection] button to connect and import cameras*.

e You may need to refresh the Hardware Tree by re-opening it from the View menu to see VMS & cameras

NOTE: changing, editing, or deleing a VMS unit is done from the typical DVR Programming screen.

* User Rights: For 3rd Party VMS, the login credentials used in the System Galaxy Plugin Connection screen must have full
user-rights to all cameras at the VMS unit, before the video-feed will work properly.
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Chapter 2: Installing, Registering, and Configuring the Video Plugin Solution
This chapter describes how to install, register, and configure the Video Plugin in System Galaxy.

Use the QUICK STEPS List to guide and validate your work. Each Quick Step has a correlating section in this chapter

with the detailed instructions on how to perform these steps.

|...:1
|§"-;j QUICK STEPS: INSTALLING & CONFIGURING THE VIDEO-PLUGIN & MIDDLEWARE

STEP 1.

STEP 2.

STEP 3.

STEP 4.

STEP 5.

STEP 6.

STEP 7.

STEP 8.

STEP 9.

STEP 10.

il

Install the VMS unit and connect and configure all cameras. Test cameras from the VMS and fill out
the camera list to track which cameras are in which location for future programming in SG.

Install the client-side files Video Plugin on the Galaxy Communication Server
(this is done manually after System Galaxy Part-3 is completed).

(OnSSI only) Configure MSMQ Server Core Features (AD and HTTP support) through control panel and
Install additional SDK Runtime Components on the Galaxy Communication Server.

Install the Middleware Connector Service only on the Galaxy Communication Server
(this is done manually after installing plugin files).

System Registration: the 3™ Party DVR option & DVR Limit must be set (PC restart required).

Enable Client ‘DVR Support’ option in SG System Settings screen (client-specific/restart to initialize).
Configure the Alarm Settings in System Settings screen (client-specific/restart to initialize).

Add the VMS connection settings & login credentials to the VMS in Video Plugin screen.

Check the Hardware Tree to confirm the unit and cameras were added (refresh HW Tree as needed)

Link cameras to the hardware (doors/inputs) in the appropriate SG programming screens. After initial
system programming is completed, the SG Operator can begin using the VMS features.

!ig % SEE: the System Galaxy Software Installation Procedure for instructions on how to install System Galaxy
software. These installation instructions are found on the HELP module or online.

EiﬁJ SEE: your Manufacturer’s VMS Documentation for instructions on how to install and configure the VMS and
camera hardware or associated components.
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STEP-1 About the VMS Install and Camera Setup

The VMS unit and any camera configuration must be completed and tested before you add it to System Galaxy.
1. Make sure you have a valid login at the VMS that has user-rights to access cameras and video
2. If you want logic names for the cameras, you must configure them in the VMS before importing into SG.
3. Use the chart below to list the cameras and create mapping to the locations for linking cameras to devices.
4. Test the cameras from the VMS unit to verify they work and that you have correctly installed, connected,

and labeled them. Test and correct anything needed before importing them into Galaxy.

Eﬂ SEE: the Manufacturer’s Documentation for instructions on how to install and configure the VMS and camera hardware.

Camera Connections Validation List (extra copy in the back — see Appendix A)

VMS NAME » | VMS IP/LOCATION »

Camera Name cam# |P/Location/Area Displayed Device Name/Type (reader/md)

1

10

11

12

13

14

15

16

OO0O0O0o0O0oo0oO0oooaoomomo.ao
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STEP-2 Installing Video Plugin files (server and workstation)

This topic describes how to find, copy, and install the Video Plugin files on the Galaxy communication server. You can also
use these same instructions to install the plugin on the Galaxy client workstation.

The Plugin folder is created (empty) on the Galaxy computer during Part-3 of System Galaxy Software Install.

You must install the Video Plugin file on the SG Communication Server first (this step), then you can install any other
prerequisite components followed by the middleware connector service.

PREREQUISITES:

e You must have completed the System Galaxy software installation.
e You must have the GalSuite USB. The Video Plugin installation file is found on the GalSuite Install USB.

1. Insert the GalSuite Install USB and browse to the Video Plugin folder for your 3™ Party Brand.
USB:\\Auxiliary\System Galaxy\Video Plugins\MilestoneXprotect
USB:\\Auxiliary\System Galaxy\Video Plugins\OnSSIOcularis

2. Copy the MilestoneXprotect.exe file to the corresponding MilestoneXprotect folder on the Galaxy computer.
This PC » C:\\GCS\System Galaxy\Video Plugins\MilestoneXprotect
This PC » C:\\GCS\System Galaxy\Video Plugins\ OnSSIOcularis

3. Right-click on the .EXE file and choose ‘Run as Administrator’ from the popup menu.

4. Accept Windows UAC prompt. The Vidoe Plugin .exe file should self-extract.
RESULT » The Video Plugin files are extracted inside the target folder on the local computer.

FIGURE 2 - Extracting the Plugin files on the System Galaxy computer (client or server)
The step pictured is the same for Milestone and OnSSI except for the folder name should match your brand being installed.

' _?] 7 | Manage
“ Home Share View Application Tools
<« v » ThisPC »(C:) » GCS » System Galaxy > VideoApiPlugins » MilestoneXprotect »
~
A Name = B = yize
[ This PC <] MilestoneXprotect
To unzip all files in Milestone Xprotect exe to the Unzip
specified folder press the Unzip button. —
Right-click and choose Run WinZip
Run as Administrator to Unzip to folder:
start extracting plugin : . ’
sl e |:IeoﬂpuPIugins\MdestoneXprotect‘ Browse... Close
Overwrite files without prompting ook
Help
_ Unzipping nppi64_80.dll
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STEP-3 (OnSSl) Configure MSMQ Options and Install OnSSI Runtime (comm server)

This topic describes how to configure MSMQ Message Queue options and how to install the OnSSI Runtime components on
the Galaxy communication server. This step is not performed on a client workstation.

This is a requirement for OnSSI Ocularis 64bit Video Plugin. Skip this step if you are not installing OnSSl.

PREREQUISITES:

e You must have already installed the Video Plugin files on the Galaxy communication server.
e (SG 11.2.0) essential Galaxy Services* must be running.

From Windows Search bar, type Control Panel and open the control panel window.
Select Programs option and then select the option to ‘Turn On Features’.

Scroll down to MSMQ Server branch and expand the Server Core branch.

Enable (check) the ‘MSSQ Active Directory integration’ checkbox option.

Enable (check) the ‘MSMQ HTTP Support’ checkbox option.

Click OK to save these settings.

N o v ok~ w N Re

Click [Close] when it is finished.

FIGURE 3 — Enabling MSMQ Server Core Features on Galaxy communication server (ONSSI ONLY)

5l Windows Features — O Pt

Turn Windows features on or off 2]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= @ | Microsoft Message Cueue (MSMO) Server A
= [m] Microsoft Message Cueue (MSMO) Server Core

MSMO Active Directory Demain Services Integration
MSMC HTTP Support

[]  MSMQ Triggers

[]  Multicasting Suppart W

Cancel

Continue on the next page
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Installing OnSSI SDK Runtime Components (comm server only)

This topic describes how to install the SDK Object files on the Galaxy communication server.

This is a requirement for OnSSI Ocularis 64bit Video Plugin.

1.
2. Right-click on the Runtime file and choose ‘Run As Administrator’

Noukw

Browse to the OnSSI Runtime folder

FIGURE 4 - Installing the OnSSI Runtime components on the SG Communication server

Share View Application Tools

<« GCS > System Galaxy » VideoApiPlugins » OnSSIQcularis » Installers > ONSS| Runtime

~
Narme Date modified Type

ﬁl OnSSl Ocularis SDK Runtime x64_5.7.0.461.e= 9/30/3010 4,21 ORA Aonlication

Open
is G Run as administrator
its Troubleshoot compatibility
Pin to Start
K Ea Scan with Windows Defender...

Click YES on the UAC confirmation dialog.

Click Next on the Installers Welcome window.
Click Next to accept the default installation path.
Click Next on the Ready to Install screen.

The progress bar will display for several minutes.

FIGURE 5 — Restarting Windows on the SG Communication server

Installing —

Installing OnSS5I Ocularis SDK Runtime:

The program features you selected are being installed

@] Please wat while the Setup Wizard Installs On551 Ocularis SDK Runtime

i"\‘:—‘ This may take several minutes

Copying new files:
directx_mar2008_redist exe

8. You must click OK to restart Windows.

FIGURE 6 — Restarting Windows on the SG Communication server

Installation Complete - Reboot Required *

The installation has completed successfully.
‘Windows must be restarted for changes to take effect.

Press OK to reboot the system.
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STEP-4 Installing Middleware Connector Service (comm server only)

This topic describes how to find and install the Middleware Connector files on the Galaxy communication server.
The middleware connector service must be installed for all Video Plugin brands.

The Middleware installation EXE file is laid down in the ‘Installers’ folder for the brand of VMS you are installing
when you install the Video Plugin files (which was done in the prior step).

The middleware component is only installed on the communication server where SG essential services are running.

PREREQUISITES:

e You must have already installed the Video Plugin files on the Galaxy communication server.
e (SG 11.2.0) essential Galaxy Services* must be running, or the Middleware Connector will not install.

* NOTICE: The essential Galaxy services include the GCS Web API Service, GCS Client Gateway service, GCS Communication Service, GCS DBWriter, GCS
Event Service, and GCS DatalLoader Service. Be aware that the installer may display an error message that “System Galaxy is not installed”
even though it is installed. Refresh/restart GCS services or restart PC if needed.

8. Locate the x64 MiddleWare Installer EXE file on the Galaxy communication server.
This file was laid down by the previous step when you installed the Video Plugin files.
C:\\GCS\System Galaxy\Video Plugins\Brand Name Folder\Installers\SG_[brand name]_x64_MiddleWare_Installer.exe.

9. Right-click the Middleware Installer EXE file and choose to ‘Run as Administrator’.

10. The Installer program will open, click NEXT to start.

11. Accept default temp folder location (desktop) and click INSTALL button (see figure below).
NOTE: The installer will clean up temp folders after itself.

FIGURE 7 - Installing the Middleware on Galaxy communication server

(37 S6_Milestone_x64_MiddleWarelnstaller 1.0 Setup - b4
Choose Install Location =
Choose the folder in which to install SG_Milestone_x64_Mddie\WareInstaller 1.0, (,‘j

Setup vl install 5G_Misstone_x54_MddeWarelnstaller 1.0 in the folowing folder. To instal

[ it O 5! " "
;m folder, cick Browse and select anather folder, ChdkInstall to st 2 C o p 64 MiddieWarelnstaller 1.0 Setup -

Installing o
Please wait whie 5G_Miestone_x54_McddeWareinstaler 1.0 s beng installed, (J

Destination Folder Output folder: C:YCS\5y ApiPlug -
Extract: System. Windows. Interactivity.resources.di.. 100% ~
Cutput folder: C:\GCS\Systen Galaxy \ideaApPhugns bl "

Space required: 304. L MB Extract: System. Windows. Interactivity.resources.di... 100%

Space avalable: 20.5G8 . Cutput folder: C:1GCS \System Galaxy ) Adoesa,

Extract: VideoDS. Platform, SOK. Export.resources. dl,. 100%
Extract: VideoDS.Platform, SOK. ULresources.dl... 100%
Extract: VideoOS Platform, SOK resources.dl... 100%
< fack I Install Extract: VideoOS Platferm.resources.dl... 100%
Extract: VideoOS.Ul. Commen. WPF. resources.dl... 100%
Cutput folder: C:\CS\System Galaxy : Aoy

12. Open the PC Services window to confirm the Connector Service is running/starts automatic.

FIGURE 8 - The middleware service is running/automatic on Galaxy communication server (Milestone pictured)

4 Services - O x

File Action View Help

i Services (Locg | o} Sapjices {Local)

"
Peer Networking Grouping MName Description Status Startup Type ™

Q;Mi(rnsnft Storage Spaces SMP Host service... Manual
Q;Mi(rosof‘t Store Install Service Provides inf.. Running  Manual
Q;Mi(rosof‘t Windows SMS Router Service. Routes mes.., Manual (Tri

* Sl Milestone Xprotect Connector Service Connects G... Running  Automatic
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STEP-5 Registering System Galaxy for 3" Party DVR Support

This topic describes how to register VMS/DVR features in the Galaxy system-wide features. (Certified Dealer required)

The Video Plugin support is enabled by registering the 3" Party DVRs option in the System Registration screen.

New Installs: the 3™ Party DVRs option and DVR Limit are included in purchase agreement & registration code.

System Upgrades: the 3" Party DVRs option can be added to an existing system if needed, or the DVR Limit can be
increased with a new purchase agreement and new registration code. Galaxy supports having mixed brands on sites

where the system already had older/different brands installed. You can replace or add to your existing system. Contact
customer support for assistance.

PREREQUISITES:

You must be an authorized certified dealer to obtain a registration code.

You must sign-in to System Galaxy with a master operator login to perform registration

+* Open the System Registration screen - from the SG menu Configure » Options P Registration P System.
In System-Wide Features, check/enable the 3™ Party DVR checkbox option

1.
2.
3.

o

Enter the unit count in the DVR Limit field, per the customer purchase agreement.

Complete the normal registration process. The screenshot below is just for reference.

You must enable or disable the options according to the purchase agreement.

Enter the new Registration Code
Click [Apply] button, then click [OK] button.

Restart System Galaxy software after registration process is complete.

FIGURE 9 — System Galaxy’s System Registration screen

|| System Regatration
Currert Sysbemn 103 Fegstered System 1D
1686854626 1586864626

Customar Name
GCS

Product Level
| B Comernte =
System-Wide Festums:

| CCTW Control

of| Unkmied Card Capacty (00 only)
! Access Fue Cveride (500 only)

CETR R

Created Date,/ Time: Wordestation

&R ZNI 120948 FM 1

Authorized Galuey Deater Name
CER

1] = 0
Masgmum D5i-8ased Readers
M - 0

Enabled the 3 Part DVR option.
Also, set the [DVR limit] to the correct number.

800-455-5560

Enter the correct Registration Code.

After you have completed all other settings.

Click the APPLY button.

Last Flogistored Date/ Time
10572014 26126 FM

ok ][ coos | [Ciouh ]

SUPPORT: Dealers may use the GCS Online Registration website 24/7, or contact customer service. A valid maintenance agreement is
required for upgrading systems. Dealer online logon is required.
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STEP-6 Enabling & Disabling Client Video Support (workstation-specific)

This topic describes how to enable or disable video support at any Galaxy computer or client workstation.

The ‘DVR Enabled’ option controls the Video Viewer support at each Galaxy computer or client-workstation.
The 'Does Not Support Monitoring' option controls whether the alarm and event screens will display at the
workstation. Both of these need to be configured correctly to allow monitoring and video viewing (or prevent it).

PREREQUISITES:
e You must have registered the system for DVR support.
e You must sign-in to System Galaxy with a master operator login to perform system programming.

% Open the System Settings screen - SG menu Configure » Options » System Settings
1. Select the ‘General Options’ tab.

2. Configure the ‘Does Not Support Monitoring’ option as appropriate ...
e  OFF (unchecked) allows Event screens to open, so operator can 'View Video' from Alarm Events screen.
e ON (checked) will prevent the Event screens from opening.

3. Configure the ‘DVR Enabled’ option as appropriate ...
e ON (checked) allows the Video Viewer to open (automatically or manually).
e OFF (unchecked) will prevent the Video Viewer from opening only at the local workstation.

4. Click APPLY button to save changes -
AND -- Proceed to the next step to continue configuring Alarm Options (Automatic Call-up on Alarm);
OR -- If you are exiting System Settings now, click OK and restart System Galaxy to initialize changes.

FIGURE 10 — Galaxy's System Settings: Video option

Systemn Settings *
1 Badging Options CCTV Options Time & Attendance Options Guand Tour Options Card Data Replication Options.
| GenerslOptons  MamOptons  Report Options  Mubi-Media Options  Aude Options Database Options~ Cardholder Options |
Event Window Options Biometric Settings:
[ Does Met Support Monkoring Eicmetric Siystem:

(@) Each loop has ts own event window
) All laaps share & single svent windsw

| Evert bufer size: |00 | Set up the General Options as needed:
- “check” DVR Enabled option.

[+ Shew Hardware Tree on starup

Show Communication Cortrol on startup - “uncheck” Does Not Support Monitoring
[ Shew Events on stamup . .
to support Viewing Video from the Alarm

[ Phete Verfication Enabled
e e Monitoring screen.

[ Enable Event View
A Confirm Exit/Clase
[ DVR Enabled
[ Display Maintenance Expiration Waming Message
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STEP-7 Configure Automatic Video Call-up & other Alarm Options (workstation-specific)

This topic describes how to configure the workstation option to ‘Automatically Call-up Video for incoming Alarms’. You must have the Event
Monitoring enabled - see the prior step.

System Galaxy can automatically open the Video Viewer and play live video for an incoming alarm for a camera-linked device (reader or input).
The ‘Automatically Call-Up Video’ option controls whether SG automatically plays live video when an armed-alarm occurs. However, additional
programming and conditions must be met also.

The ‘Automatically Call-Up Video’ option works as follows ...
e Enabled (check) = SG will launch Video Viewer and call-up live video from device-linked camera for ‘armed alarm’ event.
o Disabled (unchecked) = SG will never auto-call-up video for armed alarms.
IMPORTANT: Five rules apply to triggering live video on an alarm event. This includes linking the device to a camera and configuring the device to be
acknowledged (checkbox or schedule option) for the specific condition you want to monitor. System and device conditions must be met for

an alarm to be triggered. The device must be in the ‘armed’ state and the device must be activated —i.e. whatever condition triggers an
alarm (e.g. door-forced) must be actively occurring while the system is armed. See table below for a breakdown of the five required factors.

Table: The 5 A’s ~ Rules for ‘Automatic Called-up of Video’ for Armed-Alarms

SYSTEM SETTING DEVICE PROGRAMMING AND CONDITIONS
“Auto Call-up Option” CAMERA LINKING DEVICE PROPERTY STATE CONDITION VIDEO RESULT
Is it Assigned? Is it Associated to device? Is it Acknowledgeable? Is it Armed? Is it Active? Is video called up?
True (checked) True (Linked) True (checked) True (Armed) True (Active/Alarm) YES (all conditions true)
False (unchecked) True (Linked) True (checked) True (Armed) True (Active/Alarm) NO (not assigned)
True (checked) False (unlinked) True (checked) True (Armed) True (Active/Alarm) NO (not assoc.)
True (checked) True (Linked) False (unchecked) True (Armed) True (Active/Alarm) NO (not Ack’d)
True (checked) True (Linked) True (checked) False (Not Armed) True (Active/Alarm) NO (not armed)
True (checked) True (Linked) True (checked) True (Armed) False (Idle/Safe) NO (not active)

Video is automatically called-up only if these 5 conditions are All True! If any condition is false, video is not called.

IMPORTANT:

e Alarm Priority: Be aware that if you if you are using alarm priorities, that the video feed comes from the camera (device
event) with the highest priority, and not necessarily from the most recent incoming event. This means that video from a
different camera may supersede the one you are interested in seeing or that initially triggered the video.

% Sign-in to System Galaxy as a master operator.

R/

+* Open the System Settings screen - SG menu Configure P Options P System Settings
1. Select the ‘Alarm Options’ tab.
“Check” the ‘Automatically Call-up DVR Video’ option to enable it. (Unchecked means the option is disabled.)

Be aware that if the Pop-up on Alarm option is checked, that the software will shift focus to the Alarm window whenever
an armed alarm condition occurs. The Video Viewer will auto-start and call-up video from the offending camera/device.
Note that the video feed from the offending camera will take precedence over any video you are playing if you already
have the viewer open when an alarm comes in.

Click the APPLY button and OK button to save your changes.

Restart the System Galaxy software to initiate the changes.

System Settings X

‘Auto Call-up Video’ is in the Alarm Options tab
+ checked = enabled
¢ unchecked = disabled

Badging Options CCTV Options Time & Attendance Options
General Options Alam Options Report Options Mutti-Media Options,

Min  Max
Acknowledge alam priorty range: [0 |59 %:TD P9 ‘ﬂa:"d u
r 3 ow Agknowledge
Force response above prionty 0 B4 Allow Pelete command
TreafNot In System events as Invalid Attempts

M text length 0 g 4

inimum responss text lengt : [ Ausfmatically Delete Acked & Restored Alams

ble Double-Click Acknowledge
Color Settings: 0
olor setings 4] Automatically Call Up DVR Video
Pending alann message: ’l—;l Prevent Application Shutdown w/Pending Alams
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STEP-8 Adding the VMS to System Galaxy and Importing Cameras

This topic describes how to add the VMS plugin to System Galaxy and configure connection settings and import cameras.

After the 3rd Party Video Plugin files are installed on the Galaxy computer, you can add the 3rd Party Plugin to the
System Galaxy software. You must perform a network connection test and import the cameras. Whatever the
cameras are named in the VMS Recorder is what will be imported into System Galaxy. If you need logical camera

names, you must configure those in the VMS unit before you import camera names.

IMPORTANT:

e You must know the valid network settings, username, & password of the VMS Recorder.

¢ The login credentials to the VMS must have camera rights.

e The cameras must be installed, configured with valid network settings, and connected to the Recorder.
e The camera names must also be preconfigured in the VMS, since the names are imported into SG.

e You must have installed the Video Plugin files.

e The VMS Connector Service must be installed running on the Galaxy communication server.

0

®

% Sign-in to the System Galaxy software using a master operator credential.
% Open the Video Plugin window from the SG menu by selecting Configuration » DVRs » Video Plugins
1.

Select your brand VMS Type, such as Milestone or OnSSI Ocularis and click OK.
The VMS System Properties window will open.

In the Name field, enter a logical name for the VMS Unit.
This name will display system-wide in System Galaxy — e.g. the system Hardware Tree.

Enter the connection information: IP address, Username, and Password, etc
For some brands such as Milestone, you must include the “http.//” prefix with the IP Address.
For other brands you may need an URL to the cloud location of your VMS.

Click Test Connection button to test the connection and login parameters are valid.
A progress bar will display as SG connects to the VMS unit and imports the cameras.
Clicking the Save System Data button will save the Video Recorder and its list of cameras.

FIGURE 12 — Adding a VMS unit and cameras to System Galaxy — (Milestone is pictured)

ET Select VMS Type - m] X
Plug-ins
Select the desired Plug-in = Milestonexprotect - o x

Ensure System Exists

MIPJ!S3 122.126.60

Test Connection

Connecting to VMS for camera details. Please Wait... 23-W2 (192.168.24.91) - Camera 1

s IOTTEECT

Save System Data
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EDITING CONNECTION SETTINGS FOR AN EXISTING VMS UNIT

This topic describes how to change the settings for an existing VMS unit. If you have not added the unit to the system, return
to the previous topic on Adding the VMS to System Galaxy.

If you need to change the IP connection settings of an existing VMS unit after it has been added to System Galaxy,
then you must do it in the traditional DVR Programming screen.

+«+ Sign-in to the System Galaxy software using a master operator credential.
+* Open the DVR Programming Screen - from the SG menu Configure » Hardware » DVR’s
1. Select the existing VMS name in the [Select DVR] droplist
2. Click the [Edit] button in the DVR screen
3. Make the needed changes.
4. Click the [Apply] button to save settings.

FIGURE 13 — Editing connection settings of an existing VMS (Milestone pictured)

Select a DVR: Add
Milestone XProtect 01 v Edit
Name: 1D Number: Dokt
{Milestone XProtect 01 ]i { 1 Apply

Lancel
DVR Type: Vendor Code;

Milestone XProtect

Connection Settings:

IP Address or DNS Name: S I Potl
2121188121 | | -

Security Settings:

User Name:

u[ admin ‘

Password: Confirm Password:
L Ll

Show Password Characters

& Use the [delete] button to delete an existing Unit’s configuration.
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STEP-9 Checking the Hardware Tree for Imported Cameras

This topic describes how to verify that the VMS and cameras were imported and test the workstation settings will allow operator
to view video.

The cameras should have been imported when you added the VMS in the prior steps. They will display in the
Hardware Tree under the VMS branch.

PREREQUISITES
e The APl and middleware services must be running
e You must be able to connect to the VMS unit on the network and all related requirements must be met.
e The VMS unit and all the cameras must be added/imported.

+* Sign-in System Galaxy as any operator - the Hardware Tree should show the VMS you just added.

1. Click the [+] button to expand the “DVRs” branch in the Hardware Tree.
You should see all the VMS units you have added.

2. Click the [+] button to expand a specific VMS branch.
You should see all the cameras you imported in the prior step.

3. Toopen the Video Viewer, right-click a camera icon and select View Live Video from the menu.
You should open each camera to verify you get video from each camera.

4. Once you have verified that every camera is working, you can start linking cameras to devices and finish the
remaining programming at the affected readers / input.

Hardware Tree X
- 635 Test

- %55 DVRs
i @ Milestone X
Em Milestone XProtect (192.168.24.90) - Camera 1
¢ @55 OpenEye OWS
+-[@ Alarm Panels Camera Properties

View Live Video
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STEP-9 Linking Cameras to a Door/Reader

This topic describes how to link a camera to a hardware device (reader / door).

You must link a reader to a camera to be able to manually or automatically retrieve video from the events of a reader
or door. Video can be called up from events, alarms, reports, or graphic device icons. You can only link one camera to
a reader. However, you can link a camera to more than one device. For example, a lobby camera could be linked to
the reader/door and also to an input such as a motion detector.

IMPORTANT: Remember that Automatic Video on Alarm also requires you to place an acknowledgeable alarm schedule on the door for each condition
you want to monitor for armed alarms. Be aware that the system must be in the armed state and the alarm condition must be activated to
produce the alarm event and trigger automatic video callup.

PREREQUISITES
e The VMS unit and all cameras must be correctly installed /configured (including camera names).
e You must have already added the VMS and imported its cameras into System Galaxy.
¢ You need to know which cameras are located by the device you are programming.

e You must sign-in to System Galaxy as a master operator.

¢+ Open the Reader Properties Screen - from SG menu Configure » Hardware » Doors
1. Select the Loop and Controller that the reader belongs to.
2. Select the Reader Name click the EDIT button.
3. Select the DVR Camera Settings tab.
4

Select the VMS Unit name and the desired Camera name.

oo 635 Test Control Unit. Al Cantrollers 2
Cluster: 002, Cont: 001, Brd: 1, Sect: 1-0 Apply Reports |~
S e T =
Reader Name: ‘Lobby Entrance | Cancel Scheduled Actions
Reader Type HID ProxPro v
‘Wiegand Standard - -
General Timing/Schedules Relay 2 Settings Alarm Options Passback/Who's In Group/Interlgck Options CCTV Events
Access Rules Elevator Schedules Graphic Symbols DVR Camera Settings
Select DVR: Select Camera:
Milestone XProtect VMS 01 ~ | | Customer 1000 - Camera 1 7

5. Select the Alarm Options tab and set an Acknowledge schedule for each door condition that you want to get alarms for.
If you do not set a schedule for one of the conditions, it will not trigger an alarm.

NOTICE: Typically, you would set the Always schedule so that any time the system is armed the condition would create an alarm; but if you choose a
custom schedule, then an alarm can only be occur during the active (green) part of the schedule — provided the system is armed at that time.

Wiegand Standard |

Access Rules Elevatar Schedules Graphic Symbols DR Camera Settings
General Timing/S chedules Relay 2 Settings Alarm Options Passback/wha's In GroupdInterlock Options CLCTY Events
10 Group the event iz linked to 170 Olffset Acknowledge Schedule ‘ Pricrit,
[Door Forced Open: = ALWAYS = ~ EI Instructions | | Audio
Open Too Long = ALWAYS = b El Instructions | | Audia
Irvealid Attemnpt: T ALWEYS = ~ El Instructions | | Audio
Duress: = ALWAYS = o EI Instructions | | Audio
Passhack Yiolation T ALWAYS ™ e El Instructions | | Audia
Feader Heartbeat: = MNEVER = > El Instructions | | Audia

6. Click APPLY to save the settings.
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STEP-10 Linking Cameras to an Input

This topic describes how to link a camera to a hardware device (input).

You must link an input to a camera to be able to manually or automatically call up video from the events of the input.
Video can be called up from events, alarms, reports, or graphic device icons. You can only link one camera to an
input. However, you can link a camera to more than one device. For example, a camera could be linked to the input
and also to another input or a door/reader.

IMPORTANT: Remember that Automatic Video on Alarm also requires you to enable the “acknowledge” checkbox option on the input you want to

monitor for armed alarms. Be aware that the system must be in the armed state and the alarm condition must be activated to produce the
alarm event and trigger automatic video callup.

PREREQUISITES

e The VMS unit and all cameras must already be correctly installed /configured (including camera names).
e You must have already added the VMS and imported its cameras into System Galaxy.

¢ You need to know which cameras are located by the device you are programming.

e You must sign-in to System Galaxy as a master operator.

¢+ Open the Input Properties Screen - from SG menu Configure » Hardware » Doors
7. Select the Loop and Controller that the input belongs to.
8. Select the Reader Name click the EDIT button.
9. Select the DVR Camera Settings tab.
10. Select the VMS Unit name and the desired Camera name.

FIGURE 17 —Input Properties screen: DVR Camera Settings tab

Port Type: Digital I/0 Board (8 Inputs, 4 Outputs)
Clust: 002, Cont: 001, B:5,5: 2,1: 0 Operato
Input Name: DIO Input 1 (Snibby Button) ‘
ARM Schedule: * NEVER **
Mode: Normal Input | [ ShowIn Tree

Link ta 1/0 Groups Options CCTV Events Graphic Symbols DVYR Camera Settings ¢

Select DVR: Select Camera:
Milestone XProtect VMS 01 v | | Custorer 1000 - Camera 1 v

11. Also, you need to check the ACKNOWLEDGE checkbox — if this is not checked then the Auto-callup on alarm
will not happen when this device is active.
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STEP -10 VALIDATING CAMERA MAPPING IN SG

This topic covers validating the camera device mapping in System Galaxy.

After the configuration is complete, you should test the inputs and readers to prove they are correctly mapped to the
corresponding camera and that you configured to each camera / display video for the area you expect.

Follow the numbered steps to test each device. (The table below assists your verification).

1)
2)
3)
4)

5)
6)
7)

Camera Connections Validation List (extra copy in the back — see Appendix A)

Select the Event Monitoring Screen (System Galaxy is running and connected to loops)

Open the Hardware Tree and expand the objects to see all inputs and readers.

Induce an event for the device from hardware tree icon (i.e. right-click the icon and pulse / shunt).

Select the resulting event on the Event screen and right-mouse-click to pick the ‘View Live Video’ option from the

shortcut menu. See Chapter 3 for examples of calling up video.

Verify the DVR Viewer opens/displays video for correct area.

Unshunt any input after verification is complete. (inputs only)

Repeat steps 3 through 6 for each device in the list.

DVR NAME: ‘

DVR LOCATION: |

Device Name/type Camera #

Camera Name

Location/Area Displayed

Check

1

2

10

11

12

13

14

15

16

OO00O0000Ooo0oooooooo
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Chapter 3: Operating the Video Viewer in SG

This chapter covers operating the Video Viewer and calling up video from the hardware device icons or events.

Methods of Retrieving Video

This topic describes the methods of retrieving video.

You can call up video manually or automatically in System Galaxy.

AUTOMATIC VIDEO CALL-UP (ALARM-TRIGGERED)
This feature only applies to SG alarm events and depends on system settings, device programming and state and

condition of the devices that are expected to trigger the alarm events. See Steps 6, 8, and 9 in chapter 2 for details.

(Automatic call-up / Live Feed) happens when an armed alarm occurs from an input or door that is linked to a camera
(provided the workstation auto call-up option is ON and that device’s ACK option is also enabled).

NOTICE ABOUT ALARM PRIORITIES: It is important to realize that alarm priorities take precedence over event sequence. Therefore, if you assigned alarm
priorities, the video will be from the event with the highest priority instead of the most recent or latest alarm event.

FOR EXAMPLE: if alarm events happen at three devices in a 1-2-3 sequence, you would normally see video from the last (third) device event. But if you are
assigning alarm priorities and you assign a higher priority to the first device, the video will be from the first event instead of the third. So if the
first device event is a door forced and the third device is an input, you would see video from the door since it has a higher priority.

MANUAL VIDEO CALL-UP (OPERATOR COMMANDED)
The operator can call up live video from camera icons or device icons that are linked to a camera in the Hardware

Tree or a Floor Plan. Operators can call recorded video from a status or historical event logged in the event screen,
device status or activity report.

o (Live Feed) Operator calls up video from the icon of a camera or a camera-linked device (reader/input).
o (Recorded Video) Operator calls video from a device status or event message that was logged in the system.
o (Live or Recorded) Operator starts video from the open Video Viewer by choosing camera or camera & date.

The example below shows operator calling video for a door/reader that is linked to a camera.

1) right-click the door or input icon in the Hardware Tree to see the command-menu
2) choose View Live Video option to start live feed for that camera in the Galaxy Video Viewer
FIGURE 18 — CALLING VIDEO FROM OPERATOR COMMAND

¥ Live streaming from Camera 1

Camera 01
Camara 02

Camera 03
Camers 04
Camera 05
Camera 08
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Video Viewer - User Interface
Buttons and fields are dynamically enabled or disable based on the selected Viewing Mode.

Camera controls are also dynamically enabled or disabled based on the selected camera as well as on how the
camera is configured at the VMS unit.

= Connection settings are available in Live Mode.
= PTZ Control buttons enable in Live Mode if supported*.
= Playback Controls display in Retrieval (recorded) Mode.

DVR VIEWER SHOWN IN LIVE MODE

The figure below shows the DVR Viewer running in LIVE mode. Be aware that some options are available only if the
VMS and camera are capable of supporting the option or control (i.e. Joystick, PTZ, Presets).

FIGURE 19 - GCS VIDEO VIEWER / LIVE MODE (Milestone pictured)
® icons indicate camera modes,

VMS/Camera Name # Date/Time Stamp
I I metion, connection erars, efe,

VIEW LIVE VIDEO Camera Status Indicator —|
87 Live streaming fmm(zmeri-lMilesmne -C6123-W2 (192.168.24.90) - Camera | Hﬂ-u-zmgm:zsa;J - o b g

Milestone -C6123-W2 (192.168.2491) - Camera | (3) @ PTZ

Milestone -C6123-W2 (192.168.24.90) - Camera 2

CAMERA NAMES

® Click on the [Camera] button
to queue the video.

PTZ CONTROLS

* Click the [Arrow] buttons
to pan or tilt camera.

® Click the [Zoom) indicator
or use Ctl+mouse-wheel
1o zoom in and out.
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DVR VIEWER SHOWN IN HISTORICAL (RECORDED) MODE

The figure below shows the Video Viewer running in RECORDED MODE.

The availability of recorded or historic video is based on the memory settings and capabilities of the VMS. Refer to
the VMS manufacturer’s documentations for memory specifications and instructions on how often to back up your

video.

FIGURE 20 - GCS VIDEO VIEWER / RECORDED MODE ( HISTORICAL/PLAYBACK ) (Milestone pictured)

Camera Status Indicator
VMS/Camera Name # Date/Time Stamp RECORDED VIDEO i it i ik
_l I_ motian, connection errors, efc.
81 Live streaming from camera - [Milesm ne-C6123-W2 (192.168.24.90) - Camera 1};1'111-:3-2&9 1 |:Zi.3!} - o ke ‘

AMSA Nam i =
Milestone -C6123-W2 (1921662491} - Camens 1 (+) @ PTZ | Milestone -C6123-W2 (192.168.24.91) - Camera 1

Milestone -C6123-W2 (192.168.24.90) - Camera 2

( Video dimmed to facilitate diagram )

CAMERA NAMES
* Glick on a [Camera] button
to quaue the video.
PLAYBACK CONTROLS
Speed Control
Forward Button
PAUSE Button
BACK Button
PLAY Button

Date/Time Selector = ‘.|-11:31:12AM =
Al
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